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Detection, Evaluation and Characterisation of Threats to Road applications

adside units Detect Interference Characterise interference

Deployro

DETECTOR Introduction

DETECTOR Consortium

\VSL

GNSS Technology developer

GNSSInterference R&D

A%aner

GNSS Road Toll Operator

Black Holes B.V.

Automotive Test Site

*ECJoint Research Centre

The DETECTOR consortium brings together GNSS technology, GNSS road tolling,
GNSS testing, GNSS interference and legal expertise

DETECTOR originates from an EU sponsored FP7 Project. Project ended Oct 2013.

DETECTOR is now a commercial offering under a service contract model.
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\%«ﬂ Incorporates Field units and office systems
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Frequency

GPSL1

Channel 1 Channel 2

GPS L2

GPSLS5

GalileoE1

Galileo E5

Galileo E6

Glonass L1

Glonass L2

GSM

Satcom

RF front end covers all GNSS + GSM DETECTOR utilising existing STEREO product

DETECTOR technology is compatible all GNSS services, GSM/GPRS/3G/satcom and
Galileo (E1/E5/E6) bands. There is 40+Mhz bandwidth available on Channel 2.




Determine likely impact on users

2. Differentiate unintentional interference
from jamming

3. Differentiate between jammer types

4. ldentify multiple detections of the same
interference versus one-offs

5. Identify trends in the evolving threat
Develop countermeasures

7. Catalogue the threats

DETECTOR captures and characterises the threat




DETECTOR Results (~¥12 mths)

&\\\%« DETECTOR demonstrator was installed in France in July 2013

A1l autoroute (north of CdeG airport) System setup

DETECTOR is interested in exploring opportunities for trials and demonstrations
in EU member states (airports, ports, railways, roads, energy, telcoms, banks...)




DETECTOR Database

Detected events are characterised, parameterised and stored

Contains “severity” of detection events August —Jan 2013
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2171 events, 329 “chirp” jammers

DETECTOR Event database DETECTOR Event Statistics

Displays the parameters for each event
Displays the statistics for the time period under inspection (ie one month, one year etc..)
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% °\\Q«(« Database entries can be accessed and displayed for analysis purposes.

Power profile Spectrum and Spectrogram

DETECTOR captures the power profile of the interference event. This enables the system
to infer “”static or dynamic” as well as direction”.
DETECTOR captures the signature of the jammer in a spectrum and spectrogram form.
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J DETECTOR Database Analysis

\g\,@@atabase entries can be analysed collectively to detect patterns and trends

Day of week analysis Day of week analysis
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Time of Day analysis Time of Day analysis

All (unintentional+jammers) events “Chirp” jammer events

DETECTOR enables the user to analyse the database on daily, hourly, type basis.
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The list below shows the interference events as picked up by the DETECTOR probe(s) AL X R
i prey 2 13 14 7% 19 80 ned
Prioity Event ID Devke ID Start Tme (UTC) Duraton (sec) Event Type Ciass Type Max Power |
Very Low prb00204062014165912000  prb002 04062014 165012 24 Automatc_Detection  WHITE_OR_W8 1 0006
VeryLow  ph00204062014185538000 [b002  DAOE2014 165538 15 Automatic_Defection  WHITE_OR_W8 10004
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Very Low prd00204062014154203000  prb002 040672014 154203 15 Automatc_Detection  WHITE_OR_WS 10018
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VeryLow pb00204062014151813000 pb00Z 04062014 151613 15 Automatic_Detection  WHITE_OR_WS 10010
o i LA 30400 PPy PP ol et g = i S
pro0d204062014121034000  prb002 0062014 121034 33 Automatc_Detection  CHRPTRIANGULAR 7 5032
PID00204062014115710000 D002 | CA&/2014 115710 24 AUIOManc, Delection | CHRPTRIMIGULAR | 7 7536
VeryLow  po002040620141149420)
WRYLRY poo020i062014114140 gag &Sl DETECTOR Monitoring Centre *‘S i
Very Low  prb002040620141022550 \, I v OLLS NG
The S52 Dolow Shows D inlerierence events as 2ked up by he DETECTOR prodeds
14093137 i
VeryLow  prb002040620140931370) Bt St a
VeryLow prb002040620140851130| IVSL IVSL
Pricety 1S (LA LTI ) AT AL 10 ) e M Power
verylow v %
Verylow  po o
veylow o ;
Verylow pv |
[ ]
Dedicated customer — . o
b I venylow o . '
web porta Wroe o :
ey low (o .
Verylow o 3
Veryiow v 4 g
e p . ..
e . - YRR g Is this a digital
)
veyLow pb .
The demonstration portal p jammer?
23
is available for guest login.
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, zxtract of “June 2014” Interferences
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Prbo0211072014072212000

ns]

prb00211072014105817000

prb00211072014105817000

ns]

prb0021107201406 4209000

prb00211072014 74004000

prbo021107201417 4004000
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DETECTOR includes a commercial GNSS receiver within the probe which enables DETECTOR

To be used to assess the impact of the threat on the receiver.
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DETECTOR includes a commercial GNSS receiver within the probe which enables DETECTOR
To be used to assess the impact of the threat on the receiver.
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¢’ DETECTOR Alerting services

I‘, %

\\\\%«N

\\

Event 1D: prb00229072013152342000
Device 1D: prb002

Start Time (UTC): 25/07/2013 1523
Duration (sec): 51

B e & s 8+ A demonstrator situational awareness tool has been
T Of Signal: CHIRPSAWTOOTHUP .
g developed based on the DETECTOR back-office

Characterisation: HIGH confidence

s * Alert messages are automatically generated based on

HIGH confidence ==> signal IS

.’&‘.:’:’:,'zf.“:z':‘f -> signal NOT freq “DETECTION” events
ping
[ fidence == gl NOj  Messages can be dispatched via SMS or EMAIL to pre-

pulsed.
defined user group recipients

* Messages contain essential “DETECTION” and
“CHARACTERISATION” information as well as the
interference signature




Direction of “Jammer” Travel
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DETECTOR can determine direction of travel of the vehicle through monitoring power profile within the frequency band.



Search By The Following Criteria

Number Of Events (per Weekday)

Select Date{Time Range

From |01/08/2013 00:00:00 3 =
To |30/04/2014 2359159 = ~

(By Classification Type)

mﬂﬂﬂﬂﬂﬂ

Select Device(s)

DETECTOR Statistics #1

9-months statistics [2547]
*Day of week
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[ acronz
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© ooz *Time of da
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CLizm0nt sunday Monday Tuesday wednesday Thursday Friday Saturday
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*Priority level
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“Day of week” and “time of day” analysis produces a correlation with days/hours of human activity.




%‘f ] DETECTOR Statistics #2

\&\\%«
White WB |[NB_ST |Chirp CDMA |Other |Total

Aug-13 31 341 49 13 13 447

Sep-13 19 323 50 4 16 412

Oct-13 28 273 50 1 7 359 9-months statistics
Nov-13 27 296 49 4 17 393 'Event types per month
Dec-13 14 164 48 4 12 242

Jan-14 2 68 60 1 10 141

Feb-14 1 90 64 1 157

Mar-14 3 89 64 1 160

Apr-14 6 114] 46 2 170

9 Months 131 175§ 480 ) 31 81 Aug 13 to Apr 14 RFI Types
— 350

200

. BmNB ST
200
9-months statistics 150
*Narrow band ST drop 200
*Chirp stays constant - . . . l
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15,0

il
% &\« This event resulted in loss of satellites and loss of lock of the COTS GNSS receiver
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22 minute event! Unintentional interference that sweeps across L1 frequency.




DETECTOR Discoveries #2

DETECTOR has experienced a long duration jamming event

P = R N = =R
b Event Analysis - [prb0225012014073533000] (NIE. 8 e [prb00226012014194311000]

Spectrogram - LB Chain (Max Epoch) Spectrogram - LB Chain {ax Epoch)

Spectrum - LB Chain (Max Epo thsnlute Spectrum - LB Chain {Max Epo|[5=6]i=;

8 g
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Characterisation - LB Chain (ax Epoch) Characterisation - LB Chain (Max Epoch)

HIGH confidence == signal IS spectrally periodic, 15 spertrally perindic.
HIGH confidence === signal IS spectrally varying. = signal 15 spectrally vwarying.

HIGH confidence === sianal NOT freq hopping. ignal MOT Freq hopping.
HIGH confidence == signal MOT pulsed. ignal MOT pulsed. T

[ = N = x NI, =
o | |99 @ B T
Historny Spectrogram | Map View  Configuration Reporting Spectrogram | Map View  Configuration Reparting

CLASSIFICATION_TYPE = CHIRPSAWTOOTHUP / = RPTRIANGLLAR

START=25/01/2014, 07:35:33 FINISH=26/01/2014, 19:43:11

A persistent “stationary” low power jammer. Located in the vicinity of the DETECTOR probe.



Z;@{M DETECTOR Discoveries #3
L

Pattern recognition and trending identifies persistent jammers

I
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Same jammer, 23 events (7 May — 11 July) s the driver aware
Each event, 20000 seconds duration!! o @ itisa jammer?




DETECTOR Discoveries 4

Characterisation PLUS Time/day analysis as a diagnostics tool

Events dominated by
Jammers

Highly predictable
behaviour

Optimise deployment of “enforcementresources”
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ﬁ”mm‘» DETECTOR Mitigation

\\Q«w " RF event database provides test samples for developing mitigation

frequency [MHz]

Before

LOW
e
Nd 4, COng,
Pt

AFTER mitigation

BEFORE mitigation

DETECTOR is enabling the development of countermeasures to GNSS interferences and
jamming. New techniques are being developed to cancel the presence of the

interference within received signals.




4 DETECTOR Business model
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DETECTOR Product based model DETECTOR Service based contract

DETECTOR has two principal routes to business: Product and Service.
Product provides autonomy and security.
Service offers access to the wider “ecosystem”.
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Portable DETECTOR

Records video
of event
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RASCAL USB dongle
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Commercial
Tablet with
RASCAL app
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DETECTOR promotes standardisation of RFl reporting so that events
can be exchanged between Governments and key stakeholders.

DETECTOR event

message content

* Priority

 ID

* Device
System
Frequency
Bandwidth
Location

Time
Duration
Type
Classification
Power levels
Time received
Confidence
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NJM Tracking the “Fingerprints”
% &“\%« DETECTOR can identify the same jammer as it appears on multiple passes




