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I    Research of identifying natural  

and  non-natural interference 



Present understanding of unintentional interference from the Proposed Workshop 

Agenda: Unintentional  interference  arises  from  electronic  devices which  emit  at  

or  near  the frequency  spectrum  of  GNSS  signals.  

 It is advised to change to:  Unintentional  interference  arises  from  electronic  

devices which  emit  at  or  near  the frequency  spectrum  of  GNSS  signals, or at 

other bands (Harmonics, intermodulation etc.), which may degrade the  reception of 

GNSS signals. 

Classification of interference sources 

Sources of Interference includes:  

Intentional Emitters 

 Unintentional Emitters 

Natural Disturbances 



Natural Disturbances – ionospheric scintillation 

Ionospheric scintillation will cause dramatic decrease of quality of receiving signal, 

and affect the accuracy of GNSS positioning. 

Natural Disturbances 

(Ionospheric scintillation) 

Sketch map of ionospheric scintillation  

Natural Disturbances 
Space weather environment means all the factors which may have effect on 

the propagation of satellite radio signals.  



Natural Disturbances – solar radio noise 
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Identifying natural  and  non-natural interference 

Distinguishing  between  natural  and  non-natural interference is an 

important component of interference detection and mitigation.   

It needs comprehensive understanding of information from multi sources 

and can be realized from different level. 

 

 



1)  System level 

To get information from  space environment monitoring network for GNSS, and to 

distribute parameters of space environment which may have effects on GNSS system 

Available GNSS monitoring network (such as IGS) can also be used to assist analysis 

of interference distinguish. 

 

Distribution of ionospheric scintillation effects 

Identifying  natural  and  non-natural interference 



   2)  Receiver level 
Professional interference monitoring device can be developed to detect 

and differentiate the natural and non-natural interference. 

Some different characteristics between natural and non- natural 

interference:  

Size of affected region 

Spectrum of affected signal 

 

 

Spectrum of scintillation Interference from radar signal  

  Identifying  natural  and  non-natural interference 



II. Suggestion on standardization, sharing and 

dissemination interference information 

 
2.1 suggestion on  standardization of interference information 

2.1.1 Standardization of users information 

2.1.2 Standardization of interference event information 

2.1.3 Standardization of interference source information  

2.2 Suggestion on sharing of interference information 

2.3 Suggestion on dissemination of interference information 



Standardization of interference information shall include:  

Standardization of users information 

Standardization of interference event information 

Standardization of interference source information 

2.1 suggestion on  standardization of interference information 
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The interference  sources:   

Non natural emitters: unintentional and intentional emitter. 

Natural  disturbances: ionospheric scintillation and solar radio noise, etc.  
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2.1 suggestion on  standardization of interference information 

Standardization of interference information 



2.1.1 Standardization of users information 

Users information: identity and contact info of user for interference reporting. 

The users include critical user and general user. Requirements for information input 

and query is different for different type of users. 

2.1 suggestion on  standardization of interference information 

No. Data field options Remarks 

1 Registered name Name of company or person 

2 Users type 
general GPS user, critical GPS user 
general BD user, critical BD user 

Can be expanded to Galileo 
and GLONASS  in future 

3 ID number of registered user Only for personal user 

4 Name of contact person 

5 Mobile of contact person 

6 Phone of contact person 

7 Email 

8 Address 

9 Remarks 

Parameters of user info 

2.1 suggestion on  standardization of interference information 



2.1.2  Standardization of interference event information Information of interference 

event include: 

Spatial and temporal info of event 

State info of interfered object 

Ionospheric scintillation and solar radio noise information:  

2.1 suggestion on  standardization of interference information 
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2.1 suggestion on  standardization of interference information 



2.1.3 Standardization of interference source information 

  

2.1 suggestion on  standardization of interference information 

Standard parameter info for interference source  

2.1 suggestion on  standardization of interference information 



 GNSS users can input interference info by internet to form regional and national 

interference information database. 

 Data from the regional and national database will be reported to the global database 

for information sharing after validation and filtered.  

2.2 Suggestion on sharing of interference information 
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1)Register and validation of user 

Registration can be in two ways: 

By internet 

By telephone 

The ID validation includes: 

Validation of register info: For general user and critical user, the reality of 

their info need to be validated.  

Validation of login info.  

 

2）Collection and storage of reported info 

The interference info from user will be validated and stored in the interference 

monitoring database. 

The recording info include interference event info and interference source info. 

 

 

 

2.2     Suggestion on sharing of interference information 

3）Validation and filter to produce global sharing information  



3）Validation and filter to produce global sharing information  

   In order to guarantee the accuracy and reliability, interference info from different 

state and country will be filtered and validated before sending to the global database 

for information sharing.  

Procedure for validation of interference info: 

Validate the reported info by telephone and email; 

Compare multiple reported event; 

Detect and identify of interference source by professional agencies. 

All the related information will be updated and sent to the global database during 

the process of analysis and mitigation of interference. 

 

2.2 Suggestion on sharing of interference information 



Registered user can query by internet the information what he concerns about the 

interference event.  

 

Global dissemination of interference information 

2.3 Suggestion on dissemination of interference information 
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Dissemination of interference info includes:  

1) Query of interference  info:   User submit the requirements 

of query, corresponding data will be extracted from 

interference database by the information preparation 

subsystem.  

2）Dissemination and download of interference info:  User 

download info disseminated by the system according to its 

own requirements. 

2.3 Suggestion on dissemination of interference 

information 
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