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| Research of identifying natural
and non-natural interference



Classification of interference sources

@ Sources of Interference includes:
» Intentional Emitters
» Unintentional Emitters
»Natural Disturbances

®Present understanding of unintentional interference_from the Proposed Workshop

Agenda: Unintentional interference arises from electronic devices which emit at
or near the frequency spectrum of GNSS signals.

® |t is advised to change to: Unintentional interference arises from electronic
devices which emit at or near the frequency spectrum of GNSS signals, or at
other bands (Harmonics, intermodulation etc.), which may degrade the reception of
GNSS signals.



®Natural Disturbances

»Space weather environment means all the factors which may have effect on
the propagation of satellite radio signals.

®Natural Disturbances — ionospheric scintillation
»lonospheric scintillation will cause dramatic decrease of quality of receiving signal,
and affect the accuracy of GNSS positioning.
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®Natural Disturbances — solar radio noise
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|dentifying natural and non-natural interference

®Distinguishing between natural and non-natural interference is an

important component of interference detection and mitigation.

@It needs comprehensive understanding of information from multi sources

and can be realized from different level.



|dentifying natural and non-natural interference

1) System level

» To get information from space environment monitoring network for GNSS, and to
distribute parameters of space environment which may have effects on GNSS system
»Available GNSS monitoring network (such as IGS) can also be used to assist analysis
of interference distinguish.
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|dentifying natural and non-natural interference

2) Receiver level
» Professional interference monitoring device can be developed to detect

and differentiate the natural and non-natural interference.
»Some different characteristics between natural and non- natural
interference:

v'Size of affected region

v'Spectrum of affected signal
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Il. Suggestion on standardization, sharing and
dissemination interference information

2.1 suggestion on standardization of interference information
2.1.1 Standardization of users information
2.1.2 Standardization of interference event information
2.1.3 Standardization of interference source information
2.2 Suggestion on sharing of interference information

2.3 Suggestion on dissemination of interference information



2.1 suggestion on standardization of interference information

®The interference sources:
»Non natural emitters: unintentional and intentional emitter.
»Natural disturbances: ionospheric scintillation and solar radio noise, etc.

® Standardization of interference information shall include:
» Standardization of users information

» Standardization of interference event information

» Standardization of interference source information

interference sources which
affect GNSS Operation
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2.1 suggestion on standardization of interference information

2.1.1 Standardization of users information
® Users information: identity and contact info of user for interference reporting.

The users include critical user and general user. Requirements for information input
and query is different for different type of users.

Parameters of user info

Registered name Name of company or person _

> Users tvpe general GPS user, critical GPS user [Can be expanded to Galileo
ypP general BD user, critical BD user and GLONASS in future

ID number of registered user |Only for personal user _

i Nemeofcomactpesn | |
5 JMobile of contact person ||
6 Pronecrcontactperson [ |
N i
g Pddess [ |
N T I




2.1 suggestion on standardization of interference information

2.1.2 Standardization of interference event information Information of interference

event include:
» Spatial and temporal info of event
» State info of interfered object
»lonospheric scintillation and solar radio noise information:
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Data fields

Options

Remanks

GHEE interfered

GMES (GPSMBD) anomaly

Can he expanded to Galileo and
GLOMASS  in fubure

Version

Users interfered

® general GPS user, important GPS user
® ceneral BD user, important BD user

F.eport time

selected by control

Exrent 1D

managed by server

signals interfered

& GPS: LULICYLALIC/LS,
& PBD. BL/BL/BI;

Info. shared ondy for civil code

otate of the receiving signal

losz of all satellites/ failure of timing /failure of positioning
Aoss of part satellites

Mot limited to one option

State of satellite signal

® /M stable increasedecreasefunlmown
® Amplitude:  stable increasefdecreasefunlmown
® Thaze: stablefitter/ unlmown

Location info

2 towen (roady |, 204 district | X0 city, X0 Prowince

selective

opatial distribution of interference event

ground/ air/spacefunknown

opatial state of interference event

static/ varying/ increasing/decreasing/unknown

Tirne distribution of interference event

continuous’ periodicalrandomfuniomown

otate of the interfering event

stopped! continuing

Polar diagram of antenna

Orotd directional! directionalf unlmowen

Location interfered

Latitude, longitude

Interference Ewent time

Start time, stop time

mcintillation time

mtart time, end time

scintillation intensity indes

a4

mcintillation phase indes

gy

Femarlks

The info that is not mentioned can be detailed in remarlks.




2.1 suggestion on standardization of interference information

2.1.3 Standardization of interference source information

Standard parameter info for interference source

No. | Data fields Options Remarls
Can be expanded to Galileo and GLOMAZSS
1 type of Event GHSS (GPS/EBD) anomaly _
in future
2 Verzion
- )
3 Users interfered general GPS user,_ important GPS user
& general BD user, tnportant BD user
4 EFeport time selected by contral
3 Exrent I managed by server
f Central frequency of interfering signal 1575 42 Hz= utut should he fizzed, value can be selected
7 Bandwridth of interfering signal ShHz unit should be fized, walue can be selected
. : _ _ CW/ANYLEB/ ISR/ S P S AR unle | classical modulation types shall be totally
a modulation of interfering signal _
Nnown listed
, unit should be fized, power of the receiving
9 Powrer of interferer 10dBin :
poit
10 | band of the mterfering signal 15500 H=z-153510H=z utut should he fiszed
11 direction of interfering 300degree (start from the north, clocloanse) | inclination at the point of interfered
12 | Location of the mterferer Latitnde, longitude After searchung and identified
13 characteristics of nterferer frequencypower/bandwidihimodulation
14 | type of mterferer sarme band/ neighbor band/other the actual worlang band of the interferer

The info that iz not mentioned can he
detailed in remarks.

1% Femarls




2.2 Suggestion on sharing of interference information

® GNSS users can input interference info by internet to form regional and national
interference information database.

® Data from the regional and national database will be reported to the global database
for information sharing after validation and filtered.

Global database for
information sharing

' National database
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2.2 Suggestion on sharing of interference information
1)Register and validation of user

Registration can be in two ways:
®By internet
®By telephone

The ID validation includes:

®\/alidation of register info: For general user and critical user, the reality of
their info need to be validated.

®\/alidation of login info.

2) Collection and storage of reported info

» The interference info from user will be validated and stored in the interference
monitoring database.

» The recording info include interference event info and interference source info.

3) Validation and filter to produce global sharing information



2.2 Suggestion on sharing of interference information

3) Validation and filter to produce global sharing information

In order to guarantee the accuracy and reliability, interference info from different
state and country will be filtered and validated before sending to the global database
for information sharing.

®Procedure for validation of interference info:
»Validate the reported info by telephone and email;
»Compare multiple reported event;
»Detect and identify of interference source by professional agencies.

®All the related information will be updated and sent to the global database during
the process of analysis and mitigation of interference.



2.3 Suggestion on dissemination of interference information

Registered user can query by internet the information what he concerns about the
interference event.

Global database for
information sharing

Database for Database for
information information
dissemination query

Result of

User download User query

Global dissemination of interference information



2.3 Suggestion on dissemination of interference
information

Dissemination of interference info includes:

1) Query of interference info: User submit the requirements
of query, corresponding data will be extracted from
interference database by the information preparation
subsystem.

2) Dissemination and download of interference info: User
download info disseminated by the system according to its
own requirements.
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