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U.S. Initiative

* Protect the Nation’s 18 Critical Infrastructure & Key Resource
Sectors (CIKR)

« System-of-Systems, Open Architecture, Multi-Phased/Multi-
Layered Approach

* Near Real-Time Situational Awareness of Position Navigation
and Timing (PNT) Interference

« Leverage Existing mature capabilities & focus on the data,
less on system/device

« Common Data Structure for Information Sharing
* Persistent Monitoring for Situational Awareness
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The Threat
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« GPS Privacy Jammers
 Marketed to consumers @
« Honest people who fear the loss of privacy UNEWS E S — _

« Criminals / dishonest people who want to evade GPS Jammers lllegal, Dangemus’ and Very

Easy to Buy
law enforcement, employers, etc ...

An electronic device small enough to fitin a shirt pocket and big enough to conceivably bring down an airplane
- - can be easily purchased over the Internet. All a terrorist needs is a credit card and $49.
-
« Power: milliwatts to watts
.
* Many devices are battery powered F—
Kingdom using GPS jammers
° Eff t' R d H . to aid their getaways, experts
eclive Radlus.

say it's only a matter of time

PRINT EMAIL SHARE ¥ RECOMMEND (5) = AAA +

until crooks -- and, ominously

« Advertised: meters to tens of meters

* Potentially 100s to 1000s of meters | Q* S et e
° COSt: $25 tO $300 USD wniking the s telites are not

available. They can be used to

Despite being illegal and potentially dangerous, GPS jammers like this N
model (designed to fit a car cigarette lighter) are cheap and readily confuse police and avoid fol

* During the week of April 26, 2010 R

« Commuter on NJ Turnpike was found by the
FAA/FCC with GPS Privacy Jammer

DeiceiFound at EWR

10 10
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FAA Minnow System
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> November 23, 2009 during initial SL.S-4000 stability testing the
Station Faulted and Reference Receiver Satellite Tracking was
Interrupted.

SLS-4000 Components

Processor HW (DCP)
- Pentium M, 1.8 GHz CPU
- Hosts integrity monitoring

GPS Antenna (RRA)
« Multipath Limiting design
« Sharp cutoff/rejection at

horizon software
GPS Receiver (RSMU)
- 48-channel, L1 C/A GPS Processor SW (DCP)

- Signal Deformation Monitoring
(SDM) capable

- Real time monitoring for GPS
failure modes, local error
sources

- Differential correction
determination

- User interface via
Maintenance Data Terminal

VHF Radios (VDB)

- D8PSK modulation, TDMA
- Nav band, 108-118 MHz

DCP: Differential Correction Processor
RPDP: Robust Power Distribution Panle

VH F Ante nna VHF: Very High Frequency
. . VDB: VHF Data Broadcast
- Horizontal (H'POL) or Elliptical L0 Hoctaers
(EPOL) polarized signal RRA: Reference Receiver Antenna

RSMU: Remote Satellite Measurement Unit 12




Naf FAA / FCC Investigation
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Government and Contractor Teams convened in Newark on
February 24 — 26, 2010 in an attempt to locate the direction
toward the source of the observed interference events.

The Teams on site for the first time had a “Learning Curve”
experience and effective data could not be obtained.

 Three (3) Radio Frequency Interference (RFI) events were
observed and measured, but not by all on-site teams.

The same Teams participated again during March 22 - 25, 2010
in an attempt to draw accurate and more conclusive
simultaneous lines of bearing.

 Measurements and data analysis reveal interference source
was MOBILE at slow and fast rates.
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Testing Summary

o Jammer Characterization o0 EWR Field Test #2
o Attempt to build library of o Overview
jammer signatures o Dual sensors
o Testing is ongoing o Repositioned C/N, sensors

above ground
o Utilized MITRE built data to

o EWR Field Test #1 capture interference time series
o Overview o Automated spectral recording w
o Single Sensor o Successes
o C/N, sensors placed on ground o Sensors again successfully

o Successes detected interference and data

o Proved sensor could detect the implies a moving interferer
threat o CI/N, sensor data conclusively

shows moving interference
o Lessons Learned:

o C/N, sensors of limited use
when placed on the ground

o Coordination among
stakeholders critical

14



« MITRE purchased 12 GPS privacy
jammers for signal characterization

e Results:

* Very dirty outside the intended GPS
bands thus capable of causing additional,
collateral damage

* Testing of EP5000 jammer similar to EWR
jammer reveals an L1 tone jammer

* Other broadband jamming waveforms
observed at EWR

* Most likely indicates there are more
jammers out there

GP5S000 Power Spectra
GPS L1 0-4 GHz
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« Automatic detection of interference’
« MATLAB analysis toolbox

Short Term Fourier Transform (N = 1024)

Time (msec)

0
Frequency (MHz)
Time Average Spectrum
T

& -5 .
= Time Average Received Power Density (dBm/Hz) |
£ -150 ]
= J 275"'::;13'; 14Bit13Q
22.5MHz BW
= 7 up to 600 ms data snapshots
65| .
Tunable Snapshot
1% =) 5 0 s m 15 RF Frontend Recorder
Frequency (MHz) Y
20 MHz to 3 GHz Sl
( ) or

« Data from 24 Mar 2010 shows wideband ' “eps”

Detectorand Recorder Control ) Receivers

modulation \

- Data hopefully can be used to derive a NMER and GSSIPdat
“signature” for the jammer

Note: automatic detection mode not used at EWR
16



Static Sensor
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Hit Times
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Testing Results

Mobile DACU
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oo
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C/NO Sensor

« Qstarz Q-1000X

Affordable, high performance &
low SWaP integrated GPS receiver plus data logger
GPS Receiver

« 66 Channel, high sensitivity, AGPS
Data Logger

* Records PVT, C/N, and more

« Export to NMEA, CSV, Google Earth

« 7 hour capacity at 1 Hz
Low SWaP

* 72 x45 x 20 mm

* 0.3 Ounces

 Rechargeable battery rated for up to 42 hrs
Cost : $100 (amazon.com)

19 19
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Analytical Pattern
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C/N, Sensor:
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C/N, Sensor: -
Results: Wednesday 23 Mar 209
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Southbound Northbound
Side Side

i} =
si's Shelterf‘

All Measurements Taken Front BAE Phase enter (< 1m from Base)
All True Beadings R -~
o EDS/HORN / £ 42 Begrées =Vehicle LOS without any, Fencing o‘r‘ﬂl&kages .

A Video Camera
~

Q LTV2INET
S

. Exposed Turnpike FenceTop @-0.8 Degrees EF
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57 Degrees » Elevation
. SO
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.
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—"
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:Google!
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Equipment Capture Setup

%,
L T 1 | I

Digital Video & Still
Capture Setup - S
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RefLevel |-60 dem Autolevel| || Span: 20.000000 MHz B || W Freq| 1575.420000 MH:z

-60 ¥ Spectrum |
e RBMY o) AutDl
-80 ‘ . ‘ | 20.000 kHz
a0 ___ o ‘ ,,,,,,,,, T— vertical Scale:
‘ : : ‘ |10 de/div
-100
-110 9 '(M, 220l
ol — Trace 1:
- |Ma}{ Hold El
-130
-140
-150
More... | ? |
-160 = 1 ' ' 1
A ~ A » RF Measure
|1565.42DDDD MHz | 1575.420000 MHz | 1585.420000 MHz
» Channel

Y 1575420000 MHz | < 1571820000 MHz 1583.580000 MHz

Tracel -90.08  dBm |M1  -88.28  dBm M2  -100.23  dBm |»~LL | |
Date: 04/15/2010 03:29:16 PM

GPS Position: 40° 41' 17.774" N - 74° 9' 49.636" W °

User Name: James S. Aviles
|Note: EWR GBAS Interference measured at MP103 Overpass same suspect truck detected in the AM. 26



Difficulties



< Another Strategy: Closer Observation w
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Implementation Reality: Traffic Zou @ §
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Traffic Buildup

Challenge the
Strategy
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PEEEE

Tracel -74.19 dBm M1 -87.83 dBm

FAA “Tip OFF”

RFI source “Locked-on”
and pursued until
vehicle stop at traffic
light further south



On Site ON-OFF
| = | tests confirm
e ——T B - = surrendered GPS
e m==i RFIl source on

iz
T -
==  April 29, 2010
[ 1560.420000 Mz [ 1575.420000 Mz | [ 1590.420000 MHe E EI 3y

v 1575.420000 MHz | & 1564.920000 MHz 1586,340000 MHz, B El
Tracel -84.39 dBm (M1 -84.64 dBm -75.98 dBm|

Period of several months to locate
1 GPS jammer!
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Integrated with Camera System
Alert Enforcement Personnel to Jammer Presence

Detect & Track Jammers Approaching Entry Point
Multi-Lane Distinction
UNITRAC Database Connection

32
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Additional Test Events

Civil Focus, Test/Training; June 18 — 22, 2012

746th Test Squadron Support

1st open air transmission using Commercial Jammers
Training Opportunity

Capability Testing

Encourage participant collaboration

Multiple scenarios, moving targets

Jammer Characterizations

34



PNT Collaboration Sites Uiy
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Homeland Security Information Network

Welcome to HSIN

User Name:

Password:

You are accessing a U.S. Government information system, which includes (1) this computer, (2)
this computer network, (3) all computers connected to this network, and (4) all devices and
storage media attached to this network or to a computer on this network. This information

system is provided for U.S. Government-authorized use only. Unauthorized or improper use or
access of this system may result in disciplinary action, as well as civil and criminal penalties. By
using this information system, you understand and consent to the following: You have no
reasonable expectation of privacy when you use this information system; this includes any
communications or data transiting or stored on this information system. At any time, and for
any lawful government purpose, the government may, without notice, monitor, intercept, search
and seize any communication or data transiting or stored on this information system. The

government may disclose or use any communications or data transiting or stored on this
information system for any lawful government purpose, including but not limited to law PNTIP Appl cation Log n Page
enforcement purposes. You are NOT authorized to process classified information on this syster

Login Email: |

DO NOT PROCESS CLASSIFIED INFORMATION ON THIS SYSTEM

Password: |

U.S. Department of Homeland Security

| Logonto PNTIP IRwetl

Change password? Lost password?

‘Waming: This is a Federal Avistion Administration (FAA) computer system. 13

This computer system, including all the relstad equipment. networks 2nd network devices (specifically including

are providad only for suthorized U.S. Govemnment use. FAA computer systems may be monitored for
21l 1awiisl purpo: to ensure that their use is authorized, for management of the system. to Scilitste protection agzinst
unauthorized access, and to verify the sacurity of this system.

During monitoring, information may be examined, recordad. copie
information, including personal infbrmation. placed on or sent over this system may be monitored. Use of this FAA
computer, suthorized or unauthorized, constitutes consent to monitoring of this system.

Unauthorized use may subject you to criminal prosacution. Evidence of unsuthorized use collected during monitoring
may be usad for sdministrative, criminal or adverse action. Use of this system constitutes consent to monitoring for
thesa purposes.




Conclusions

« US is actively pursuing threat monitoring
 Open Architecture
« Scalable
« Crosses Organizational Boundaries

 Recent real-world case study
« Highlight difficulties in observation and attribution
« Demonstrates success

 This is just the beginning
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