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What is it?
Public-Private Consortium
Led by Chronos Technology
Technology Strategy Board co-funded
– Industry
– User
– Academic partners

Key aim to develop a GNSS interference 
detection capability
– For CNI & Law Enforcement



Origins - GAARDIAN



GAARDIAN Delivered
Market/Risk Analysis
– Across all sectors, user requirement

definition

IDM sensors
– 24 x 7 Monitoring hardware – “Probes”
– Can be deployed as a network in the vicinity of the user/area of

interest

UK Monitoring & detection network
– Enabled Real-Time GPS, Galileo, Glonass or eLoran (PNT) 

monitoring
– Can utilise existing infrastructure, networks of opportunity



UK Monitoring network



Key Results
Capture of a jammer 
(2011)
Understanding of jamming 
impact
Increased awareness of 
problem nationally and 
globally



SENTINEL 
GAARDIAN is DETECT the Interference
SENTINEL is DETECT and LOCATE
3 key firsts
– GNSS emitter geo-location research
– How interference compromises trusted services
– Enabling trust by understand false alarms

Mitigation functions for e.g. CNI
– Use of eLoran etc



SENTINEL



Enhanced monitoring & analysis



Delivering Outputs 
Key results fed into UK Govt

Location Road Type Number of 
Events

Approx. Months 
Deployed

Approx. Rate per Month

Location #1 Urban A 41 4 10

Location #2 Town 29 6 5

Location #3 Town 11 8 1

Location #4 Motorway 90 9 10

Location #5 Town 12 10 1

Location #6 Town 10 10 1

Location #7 Motorway 20 5 4



30 Minute EventTypical Event in London



Delivering Analysis
Analysis of events

Picture from University of Bath



Also testing by scenario
For Law Enforcement

Picture courtesy of ACPO



Future
Protection for critical infrastructure/venues
– Permanent
– Temporary
– Mitigation functions (Backup clocks/eLoran)

Response capability
Tactical Deployment
Evidence
Increased safety
Actionable Intelligence



Commercial Status
SENTINEL is a research project
– Not completed (Dec 2012)
– Proven operationally 

(Girvan incident)

Chronos cooperating with ITT 
Exelis in USA
– Demo system in place
– DHS involved in investigation/output

Open to work with customers for 
specific requirements



Summary
GNSS Interference is growing 
threat
– However derived

Impact can be significant
– CNI, Energy Finance, Safety, Security, 

Social

Lack of detection/monitoring 
systems
– SENTINEL builds on UK leadership in 

this area

2012 is a key year



Any questions?

Thank you for listening
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