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– GNSS has been widely used in many fields; 

thus, the security of GNSS has been widely 

noticed;

– Interference is one of the key factors effect 

GNSS security mostly.

I. BackgroundI. Background



1). Classification of GNSS interference1). Classification of GNSS interference

GNSS interference GNSS interference GNSS interference GNSS interference GNSS interference GNSS interference GNSS interference GNSS interference include:include:include:include:include:include:include:include:
– Interference from radio systems

� Intentional interference

� Unintentional interference

– Natural Disturbance (mainly ionospheric
scintillation)



Intentional interference 

(can be bought from internet)

Intentional interference

(BDS B1)

(TV transmitter 1566MHz)



Ionospheric scintillationIonospheric scintillation

Distribution of ionospheric scintillation

– GNSS interference may also caused by natural 
disturbance. Among which ionospheric
scintillation effects is most important.   

– Ionospheric scintillation varies with many factors 
such as time, season and geomagnetic position。。。。



– Ionospheric scintillation will cause dramatic 
decrease of GNSS positioning accuracy, and even 
loss of lock.

Simulation of ionospheric effects to BDS (2012.09.27)

Ionospheric scintillationIonospheric scintillation



It is important to conduct comprehensive monitoring 
of RF interference and ionospheric scintillation(

especially in the low and high latitude region).

It can provide detailed information of GNSS signal 
anomaly for mitigation of interference in time. 

Host for integrated interference
monitoring and direction finding device

Terminal for operation and 
manifest

2)  Comprehensive monitoring2)  Comprehensive monitoring



II. Suggested reporting formII. Suggested reporting form

– The suggestion on GNSS interference reporting 
form from U.S., China, Russia and ITU has been 
introduced.

�GPS problem reporting of USCG NAVCEN (U.S.);

�Report of Harmful Interference (ITU AP10);

�Interference reporting form in Russian (Russia)；

�Suggested GNSS interference reporting form (China) ;

�…



GPS problem reporting of USCG NAVCEN (U.S)GPS problem reporting of USCG NAVCEN (U.S)



Report of Harmful Interference of ITUReport of Harmful Interference of ITU
–General form for radio interference, but not special for GNSS



– Refer to the frame of “ITU Report of HIAP10 to RR)”,  

a general reporting form special for GNSS 

interference report  is suggested here, which 

includes four parts:

1. Information of GNSS user (required);

2. Information of GNSS anomaly (required);

3. Information of interference source (optional);

4. Analysis of interfering and actions (optional). 

SuggestionSuggestion

Considering  the future  interference information 
sharing , international   GNSS jointly monitoring  
and  actions for interference mitigation, the form 
should includes  as much optional information as 
possible:



Suggested GNSS interference reporting formSuggested GNSS interference reporting form



Suggested GNSS interference reporting formSuggested GNSS interference reporting form

1.1. Information Information 

of GNSS userof GNSS user
(Required)(Required)

2. 2. InformationInformation

of GNSS anomalyof GNSS anomaly
(Required)(Required)

3. Information of3. Information of

interference sourceinterference source
(Optional)(Optional)

4. 4. Analysis ofAnalysis of interferinginterfering

and actionsand actions (Optional)(Optional)



1  Information of GNSS user  (Required)1  Information of GNSS user  (Required)

The * items (include: Name,Email,Phone etc ) are 
required;

– Other information are optional.



2 Information of GNSS anomaly (Required)2 Information of GNSS anomaly (Required)

Considering the classification of GNSS interference and 
the important effects of ionospheric scintillation (space 
weather) especially in low and high latitude region, 
Ionospheric scintillation information should be included 
as optional items in the information of GNSS anomaly .



3 Information of interference source (Optional )3 Information of interference source (Optional )

Information of interference source should be 
optional.  

For the users who are not able to obtain the 
information, it is not required to fill this part.



4 Analysis of interfering and actions(Optional)4 Analysis of interfering and actions(Optional)

Information of Analysis of interfering and 
actionsshould be optional. 

For the users who are not able to obtain the 
information, it is not required to fill this part.



– Refer to the frame of “ITU Report of HI (AP10 to 

RR )”,  a general reporting form special for GNSS 

interference report  is suggested here, which 

includes four parts:

1. Information of GNSS user (required);

2. Information of GNSS anomaly (required);

3. Information of interference source (optional);

4. Analysis of interfering and actions (optional). 

III. SummaryIII. Summary

Considering  the future  interference information 
sharing , international   GNSS jointly monitoring  
and  actions for interference mitigation, the form 
should includes  as much optional information as 
possible:



Considering the classification of GNSS 
interference and the important effects of 
ionospheric scintillation (space weather) 
especially in low and high latitude region. 

It is suggested that ionospheric
scintillation information should be included 
as optional items in the information of 
GNSS anomaly .

III. SummaryIII. Summary
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