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Spectrum Monitoring applied to the

Detection and Geolocation of GPS Jammers
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LS OBSERVER
‘& Monitoring Hardware

Portable
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LS OBSERVER
@ Typical System Configuration

/ Continuous Monitoring \

Portable
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Mobile
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Control &
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LS OBSERVER
‘& Full Remote Control

| File View BMU Configuration Tools Window Help

E B & B R [0

Name | Coordinate |
PMU_8 00799770021 = ; 48,71939850 =
] R-PMUS 000.00000000 = ; 00.00000000 =
] R-PMUS 007,90677977 =; 48,72389984

R_B5_Canteen 007.95770021®; 48.71939850 *

W R_BS_Shelter |007.99770021 °; 4&.?1339551}0
R_G3_EMF

007.99770021 = ; 48.71939850 =

List of Remote
Monitoring
Units

[« Record 5of6 DI<f[u]  [>]
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Long./Lat. 007.85767147 = ; 48.78850612 *

@ Longitude - Latitude -WG584- - B4 Topo height: 121 m

P Morphe Ty

FFM Results

Mame Location

| Freguency, BW | Date & Time |

4||44| 4 |Record 0 of O |k [|#| [ —@
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Wideband Spectrum Monitoring LS /telcom

Level Selection:
== Data Level

== Average

== Max

== Min

== Noise Level

1000  1049.58 1100.156 1149.736 1200.303 1249.883 1300.459 1350.039 1399.619 1450.195 1499.775 1550.342 1599.922 1649.502 1700.078 1749.658 1800.224 1849.804 1900.381 1949.961 1999.541 2050.117 2099.697 2150.263 2199.843 2250.42
Frequency in MHz

Last Revisit Time = 34.0704512s
22:00:31

22:18:41
22:36:51
22:55:01
23:13:12

233122

jore

23:49:32

00:07:43

00:25:54

Time in hh:mm:ss

2
3
w/pfgp u

00:44:05

01:02:15

01:20:26

01:38:36

il S

01:56:54

1000 1049.58 1 56 1149.736 1200.303 1249.883 1300.459 1350.039 1399.619 1450.195 1499.775 1550.342 1599.922 1649.502 1700.078 1749.658 1800.224 1849.804 1900.38 . 2050.117 2099.697 2150.263 2199.843 2250.42
Frequency in MHz
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Continuous Spectrum Monitoring ' | LS telcom

= Principles of operation
* Wideband monitoring
* Monitor radio-frequencies 24/7
* Record measurement results

= Benefits
* Monitor several frequency bands
* Quick identification of anomalies
* Allow quick geolocation
* Automated monitoring system
* Look back in the past
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©| Fixed Monitoring Stations

© 2014 LS telcom AG

Spectrum Monitoring

Installed at fixed sites

Remotely controled

Wideband MHz — GHz ranges

Measuring RF continuously

Automatically looking for
unwanted emissions

Raising alerts
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Spectrum Monitoring

Same features as FMS

Easily transportable

Installation within minutes

Temporary measurements




LS OBSERVER

|| Portable Monitoring Units LS /telcom

= Mainly handheld usage for in field measurements but also applicable as
mobile and portable unit

= Manual or remote controlled operations

= Display of measurement result files

= Geolocation of using PDoA

= Direction Finding: sequential AoA/LoB

= Useful in dense populated areas, like big towns, where fixed stations can’t
hear between the buildings

= Like fixed stations, recording Raw Data for later processing
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LS OBSERVER PMU

Frequency
range Storage

up to 2 years

monitoring data

Environmental
parameters

Geolocation Connectivity

PDoA

Direction

Finding
Software

Ethernet
Remote
Control

Accessories

Monitoring
Antenna

Battery

SW Option
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LS OBSERVER N
'©| Automated Continuous Monitoring

(telcom

Wideband Comparing "
monitoring measurement Raising alerts to

with expected control center
2417 levels

Trigger

Interference geolocation to
quickly stopped locate the
interferer
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LS OBSERVER
‘& How many Monitoring Units?

Number of LSObserver per km?

1 per 10 ki) {1 per 100 ki)

000 Mids 100 50 20 10 5 2 1 0,5 0,2 0,1 0,05 0,02 0,01 0,05

5000 MHz

4240-4990 MHz, 100 m

= 250 mW, 2 LSObserver ger km?2

4000 MHz

3650-3690 MHz, 10¢ mW - 250 mW, Z LSObsepver per km?2

i

3000 MHz

Frequency

2412-2484 MH 100 MW - 250 mW, 1 L server per km?

B LIMTS

Z2100=2200

L 100 mW - 100.W, 1L bserver per km?

2000 MHz

1000 MH:
QOO MHz Ldic 890-915 MHz, 1006W - 300°'W, 2 LSObserve

B Tetra 38
DARB

5 MHz, 4 W-25W, 5 L
174-240-MH

server per 100 km?2

= 10-kW, 1 LSOberv er 100 km2

(0] T T T T T T ] 1

1 A 10 W 100 MW 1W 10 W 100 W 1 KW 10 kW 100 kKW
Power EIRP
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Simulation & Planning

= LS telcom’s Software to
* calculate the coverage of a monitoring unit
* find the best place for new installations

llllll
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Geo-location methods

Angle of Arrival

Time Difference Geo- PDOA Power Difference
of Arrival location of Arrival

Combination of at list 2 methods
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Geo-location with AoA

Tools Window Help

View RMU Configuration

e IED

= E|

]

Long./Lat. 007,99176847 “ ; 48,71428183 * @ Longitude - Latitude -WGS 84- ~ B Topo height: - P2 Morpho Ty,

FFM Results L — T ——
Mceﬁon | Fregquency, BW 1 Date &'IN
R-PMU11 007,99594567 °; 48,71932700 ° 950,238095238095 MHz, 150000 Hz 10.04.2014 11:44:42
[J R-PMU11 007,99529950 °; 48,72014150 ° 950,238095238095 MHz, 150000 Hz 10.04.2014 11:39:10
[C] R-PMU11 007,99597450 °; 48,71984367 ° 950,233095238095 MHz, 150000 Hz 10.04.2014 11:24:14
[ R-PMU11 007,99739617 °; 48,71847950 ° 950,238095233095 MHz, 150000 Hz 10.04.2014 11:19:10

007,99730650 °; 48,71896017 °|950,238095238095 MHz, 150000 Hz | 10.04.2014 11:16:25
g 60f6 [ |[wwi[=)[]
S ——

List of
Monitoring
Units

Bearing
results
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LS OBSERVER

[©| What are PDoA and TDoA? LS /telcom

= PDOoA is based on measuring the signal strength at different places and then
computing the location using the different signal strengths that have been
measured at different place

= PDoA can be computed live or at a later time using recorded data

= TDOA, like PDOA, is a computation based on a difference between
measurement realised at different places but using time instead of signal
strength. Each monitoring unit is equipped with a high precision GPS receiver
that allows to exactly know when signals are received. Comparing the time
when a same signal has been received by different monitoring stations allows
to determine the area where the emitter is located with a good precision

= TDoA must be performed live. It can’'t be computed backwards

© 2014 LS telcom AG LS telcom — Lichtenau, 05.09.2014/Frle



LS OBSERVER

'©| Quick comparison of PDoA and TDoA LS /telcom

Minimum number of units

Typical accuracy 200 m 45 m 45 m
Speed of geo-location 1s 1s 1s
Minimum signal duration* 0.1s live signal live signal
Minimum signal bandwidth none 200 kHz 200 kHz
Maximum signal bandwidth 20 MHz 20 MHz 20 MHz
Can be computed live yes yes yes
Can be computed on recorded data yes no no

*: the signal must be in the air until three stations completed one scan

© 2014 LS telcom AG LS telcom — Lichtenau, 05.09.2014/Frle




telcom

| File View Measure BMU Configuration Tools Window _Help
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Monitoring of a W|de. area —f L @:-om
Coverage for Detection and

_—
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Where to place the monitoring units?
Along roads, at ,,way points*

LS /telcom

Copyrights pictures:
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Where to place the monitoring unit:
Around particular sites

© 2014 LS telcom AG Spectrum Monitoring 26



Thank you for your attention telcom

QUESTIONS ?

= Contact information
* Mr. Lauterbach Mathias, Account Manager
»  mlauterbach@lstelcom.com
= +49 (0) 7227 9535-496

* Mr. IELSCH Francis, Product Manager Hardware Monitoring
» fielsch@lstelcom.com
= +49 (0) 7227 9535-490
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Disclaimer LS 7telcom

Copyright (c) 2014 by LS telcom AG

This document must neither be copied wholly or partly, nor published or re-sold without prior written permission of LS telcom. The information
contained in this document is proprietary to LS telcom. The information shall only serve for documentation purposes or as support for education
and training purposes and for the operation and maintenance of LS telcom products. It must be treated strictly confidential and must neither be
disclosed to any third party nor be used for other purposes, e.g. software development, without the written consent of LS telcom.

This document may contain product names, e. g. MS Windows, MS Word, MS Excel and MS Access, which are protected by copyright or
registered trademarks / brand names in favour of their respective owners.

LS telcom make no warranty or representation relating to this document and the information contained herein. LS telcom are not responsible for
any costs incurred as a result of the use of this document and the information contained herein, including but not limited to, lost profits or revenue,
loss of data, costs of recreating data, the cost of any substitute equipment or program, or claims by any third party.

Urheberrecht der LS telcom AG

Dieses Dokument darf ohne ausdrickliche Zustimmung der LS telcom AG weder insgesamt noch teilweise kopiert, veréffentlicht oder
weitergegeben werden. Die Information in diesem Dokument Ist intellektuelles Eigentum von LS telcom. Die Information ist nur fur
Dokumentationszwecke oder die Nutzung fur Ausbildung und Training bestimmt, sowie fur die Nutzung und Wartung von LS telcom Produkten.
Die Information ist streng vertraulich zu behandeln und darf ohne ausdriickliche Zustimmung der LS telcom AG weder Dritten Parteien offenbart,
noch fur andere Zwecke genutzt werden, beispielsweise fur Softwareentwicklung.

Dieses Dokument kann Produkt- und Markennamen enthalten, beispielsweise MS Windows, MS Word, MS Excel und MS Access, die durch
Urheberrecht, Markenrecht oder Namensrecht der jeweiligen Rechteinhaber geschutzt sind.

LS telcom gibt keinerlei Garantie oder Zusicherung im Zusammenhang und aus diesem Dokument und der darin enthaltenen Information. LS
telcom Ubernimmt keinerlei Haftung fir Schaden, Kosten und Aufwendungen, die aus der Nutzung dieses Dokuments und der darin enthaltenen
Information entstehen, inklusive, aber nicht nur, fir entgangener Gewinne oder Umsatze, Datenverlust, Kosten der Datenwiederherstellung,
Aufwendungen fiir die Ersatzbeschaffung von Hardware oder Software, oder fir Anspriiche dritter Parteien.
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