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Background  

IDM Workshop and WG-A Intersessional Meeting,  
15-18 July 2014, Geneva: 

Requested action to ICG members: 
Prepare a presentation for the ICG-9 WG-A meeting 
addressing the following questions: 
•  Do you consider Global Navigation Satellite 

Systems or their services to be National Critical 
Infrastructure?  How does your response impact 
the protection of GNSS and its services in your 
nation? 

•  What do you consider to be the definition of 
“International Critical Infrastructure”? 
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Approaches to Criticality    
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Differences	
  in	
  approaches	
  to	
  cri/cality	
  in	
  Russia	
  and	
  other	
  countries	
  :	
  
	
  
•  There	
  is	
  no	
  single	
  interna0onal	
  defini0on	
  of	
  Cri0cal	
  Infrastructure	
  
•  Each	
  country	
  has	
  its	
  own	
  defini0on	
  ,	
  criteria	
  for	
  classifica0on	
  
•  Each	
  country	
  has	
  its	
  own	
  list	
  of	
  infrastructures	
  classified	
  as	
  cri0cal	
  
	
  
Russia:	
  
	
  
•  Though	
  o<en	
  men0oned	
  in	
  media	
  there	
  is	
  no	
  official	
  legal	
  no0on	
  and	
  

defini0on	
  of	
  neither	
  infrastructure	
  nor	
  cri0cal	
  infrastructure	
  
	
  
	
  

	
  

	
  
	
  
	
  	
  	
  	
  
	
  
	
  

	
  

USA,	
  EU	
  
Cri/cal	
  Infrastructures/	
  

Cri/cal	
  Infrastructure	
  Sectors	
  
	
  	
  

Apply	
  mostly	
  to	
  sectors	
  or	
  
industries	
  (e.g.	
  16	
  for	
  US)	
  

	
  	
  
	
  

Russia	
  
• Cri/cally	
  Important	
  Facili/es	
  

• Cri/cal	
  Technologies	
  
	
  	
  

• Apply	
  to	
  par/cular	
  objects	
  (>	
  
2000	
  )	
  

• Refer	
  to	
  technologies,	
  
development	
  of	
  which	
  is	
  

priori/zed	
  	
  



Legal Framework   
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1.	
  	
  Presiden/al	
  Decree	
  №	
  638	
  of	
  May	
  17,	
  2007	
  	
  
	
  	
  	
  	
  	
  “On	
  Use	
  of	
  GLONASS	
  (Global	
  Naviga/on	
  Satellite	
  System)	
  for	
  the	
  

Benefit	
  of	
  Social	
  and	
  Economic	
  Development	
  of	
  the	
  Russian	
  
Federa/on”	
  

	
  
	
  
	
  
2.	
  Presiden/al	
  Decree	
  №	
  899	
  of	
  July	
  7,	
  2011	
  
	
  	
  	
  	
  	
  “On	
  Adop/on	
  of	
  Priority	
  Direc/ons	
  for	
  Science,	
  and	
  Technology	
  

Development	
  and	
  of	
  the	
  List	
  of	
  the	
  Cri/cal	
  Technologies	
  	
  of	
  the	
  
Russian	
  Federa/on”	
  

	
  
	
  
	
  

	
  All	
  of	
  these	
  address	
  a	
  special	
  status	
  of	
  GLONASS	
  and	
  its	
  rela/on	
  to	
  the	
  
“na/onal	
  infrastructure“	
  	
  	
  	
  	
  	
  



Presidential Decree № 638 of May 17, 2007 
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states that 
•  national and international users have free and unlimited access to the 

GLONASS standard positioning signals 
•  to ensure national security, federal executive authorities and organizations 

within their jurisdiction shall use GLONASS based user equipment 
 
recommends that  
•  regional executive authorities, local authorities and government 

organizations irrespective of their organizational and legal status use 
navigation equipment utilizing GLONASS 

 
assigns Roscosmos 
•  to coordinate activities on GLONASS sustainment, development and use 

for the benefit of civil, including commercial users and on promoting 
international cooperation 

directs the Government  
•  to approve the Federal GLONASS Program to secure dedicated budget  

“On Use of GLONASS for the Benefit of Social and 
Economic Development of the Russian Federation” 
	
  

The	
  civil	
  part	
  of	
  GLONASS	
  is	
  addressed	
  for	
  the	
  first	
  /me	
  	
  
The	
  na/on-­‐wide	
  and	
  cross-­‐regional	
  importance	
  of	
  GLONASS	
  is	
  stressed	
  
Budge/ng	
  through	
  the	
  mechanism	
  of	
  a	
  Federal	
  Program	
  is	
  defined	
  	
  



Presidential Decree № 899 of July 7, 2011 (1) 
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states 
•  Priority directions for science and technology development 

−  security and terrorism counteraction  
−  nanosystem industry  
−  information and telecommunication systems 
−  life sciences 
−  advanced weapons, military and special equipment 
−  responsible nature management  
−  transport and space systems 
−  energy efficiency, energy saving and nuclear power 

engineering       
•  List of critical technologies of the Russian Federation  

−  27 critical technologies including: 
ü  Information, control and navigation technologies 

as a separate line  
ü  A number of technologies for which PNT technologies 

are vital at a minimum and are enablers at a maximum  
 

“On Adoption of Priority Directions for Science, and 
Technology Development and of the list of the critical 
technologies” 
	
  
	
  
	
  

Naviga/on	
  technologies	
  are	
  listed	
  as	
  cri/cal	
  technologies	
  of	
  the	
  Russian	
  Federa/on	
  
included	
  into	
  the	
  priority	
  direc/ons	
  of	
  	
  science	
  and	
  technology	
  development	
  	
  



Presidential Decree № 899 of July 7, 2011 (2) 
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Critical Technologies (from the list) enabled by PNT 

 
•  military and industrial technologies used to create advanced weapons, 

military and special equipment 
•  nuclear power engineering technologies, i.e. radioactive waste management   
•  distributed and high-efficiency computer networks and systems  
•  technologies for environment monitoring and forecasting, environment 

pollution prevention and mitigation 
•  technologies for management of natural resources (exploration and mining)  
•  natural and man-made disaster management  
•  technologies used for development of high-speed transportation capabilities 

and ITS 
•  space and rocket technologies, new generation transportation technologies 
•  technologies for energy transportation, distribution and use  

 

There	
  are	
  a	
  number	
  of	
  cri/cal	
  technologies	
  listed	
  for	
  which	
  PNT	
  and	
  satellite	
  
naviga/on	
  technologies	
  in	
  par/cular	
  are	
  vital	
  	
  	
  	
  	
  



 
 
 
 
     
 
 
 

     

•  ERA-GLONASS – Emergency Response to 
Accidents  
ü  decreasing the number of deaths and 

casualties as a result of  road accidents in the 
Russian Federation                 

ü   increasing safety of passenger and cargo 
transportation  

ü  commercialization of GLONASS:  promoting 
mass navigation market  for services and 
equipment 

•  GLONASS based ground infrastructure for 
regional information and navigation systems 
covering “West-East” and  “North-South” 
transportation corridors 

•  Social GLONASS  
•  Federal System for Monitoring Critical Objects 

and/or Potentially Hazardous Infrastructure 
Objects and Hazardous Cargo 

•  Special Navigation and Information System 
for Managing Elections   

•  Government Automated Infrastructure and 
Resource  Monitoring System             

Satellite 
Communication Link 

GeoC-3 
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Nation-level Projects  
Based on Navigation Technologies  



  

Do you consider Global Navigation Satellite 
Systems or their services to be National 

Critical Infrastructure? 
On a regulatory level Critical Infrastructures or Critical 
Infrastructure Sectors are not fixed in Russian Federation.  
Navigation technologies (which include GNSS and other PNT 
capabilities) are included into the List of Critical 
Technologies adopted by the President. 
Obviously, a number of other listed Critical Technologies rely 
on and depend on navigation technologies.  
Satellite Navigation de facto tends to become a separate 
branch of economy as it has been repeatedly stated by 
Government leaders although not yet legally fixed.  
 
 
 
 
 

9	
  



Thank	
  you	
  for	
  your	
  aben/on!	
  

Tatiana Mirgorodskaya   
PNT Information and Analysis Center 

Tel.	
  +7	
  495	
  513-­‐4882	
  
	
  Fax+7	
  495	
  513-­‐4139	
  
www.glonass-­‐iac.ru	
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