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Introduction and motivation

Increasing volume of maritime transport emphasises
vulnerabilities of GNSS operation at the open sea
Crew, vessel and goods may be at danger as the
result of provision of engineered GNSS signals and
navigation data

Lack of supporting ICT infrastructure at the open sea
A process for JSM-resilient GNSS operation at the
open sea Is proposed as a JSM counter-me
Anti-JSM effort as a risk-reduction process
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Evil intent behind JSM operaflon

Potential targets:
Load (intentionally grounding the vessel and grabbing
what remains of her load) |
. Crew (kidnapping for ransom)
. Vessel (take-over, hijacking)
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Evil intent behind JSM operation at the open sea —
risk assessment

Grounding — less probable
Take-over — highly probable

Crew kidnapping — moderately to highl roba e
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The nature of a JSM attack

Jamming — simple and cheap equipment,’
not highly sophisticated attack

Spoofing — a highly sophisticated attack,-
requires targeted education, skills and.
experience I

Meaconing — moderately to highly,
sophisticated attack, may be conducted
by less-experienced personnel equipped
with highly sophisticated equipment
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Developing JSM resilience at the gpen sga

Signatures of JSM in operation ?‘VT’BJL_T-_ R
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Rapid change of satellite signal strength at the moment of
the start of JSM operation

Increasing discrepancy with other positioning sensors

Apparent discrepancy Iin relative signal power of different
GNSS signals (for instance: GPS L1 vs GPS L2)

Discrepancy between satellite ephemeris and almanac data
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Recommendations for
development of JSM resilience
at the open sea
Continuous  monitoring  of
GNSS performance both on __
vessel's bridge and =
regionally/globally '

Looking for signatures of JSM &
operations (manually — the B
crew, or automatically -
specially designed GNSS
receiver)
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. GNSS JSM resilience scheme at the open sea

Risk " Threats
assessment identification

Ejeﬁurmﬂnce-'anc?

environment
monitoring
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GNSS JSM resilience scheme at the open sea

Threats identification — risk assessment of reasonably
possible threats

Risk assessment for processes - Include the
assesssment of risk to navigation process (what are
the effects of GNSS fallure for navigation?) and how
to overcome them

GNSS performance and operation, and positioning
environment monitoring — sudden and unexplained
changes In GNSS receiver readings, spectrum
observation — manual or automatic?
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GNSS JSM resilience scheme at the open sea

Alerts — internal (within a vessel) and external (JSM
operation report to International monitoring
authorities)

Infrastructure protection — cannot be done by vessel’'s
crew — who will act on that?

Corrective actions — temporal suspension of GNSS
usage, swithch to alternative positioning resources,
iInforming the authorities

Restriction or temporal suspension of services — AIS
and similar services
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Disucssion

JMS In operation is identifiable

Modern state-of-the-art In electronic navigation
focuses on system integration -> an officer on bridge
cannot easily inspect the performace of a particular
positioning sensor

Additional education required In understanding the
GNSS vulnerabilities

A novel deisgn of GNSS equipment Is needed, that
allows for easy inspection of GNSS performance, or
that comprises advanced algorithms for JMS
operation

Collation of observed GNSS JSM operations on a
global scale recommended
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Conclusion

The main causes of vulnerabilities

Over-reliance on GNSS
System integration in electronic navigation g/
Crew do not develop the required skills and knowledge

Proposed process for development of JSM-resilient
GNSS operation at the open sea

Call for international co-operation on combating JSM
Call for the crew’s additional professional education
Call for GNSS receiver design with embedded
algorithms for GNSS JSM operation assessment
Future work will concentrate on improvements in
GNSS SDR equipment design, and JSM-resilient
GNSS operation process development
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. Traceability

This lecture is based on the paper presented at the 8th Annual Baska GNSS Conference (Baska,
Krk Island, Croatia), a meeting point for scientists, engineers, strategists, advisors, policy-makers,
technology- and business-developers, regulators, end-users and the other interesting parties.

The Annual Baska GNSS Conference addresses the latest developments in:
- GNSS core and advanced PNT,
- development of resilient GNSS (especially against space weather, ionospheric and
jamming effects),
- signal processing for GNSS receiver design,
- GNSS alternatives, and
- GNSS PNT navigation and non-navigation applications (incl. intelligent transport
systems, GNSS-R, location-based services, space weather and ionospheric monitoring,
timing and synchronisation applications, forestry, and agriculture).

Invitation to 10th Annual Baska GNSS Conference to be held
in Baska, Krk Island, Croatia
8 — 10 May, 2016
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