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Classification of interference in ICG



GNSS has been applied into almost every aspect of human lives. It
would have significant impact on national defense and economic
security once GNSS is interfered. People all know about the harm of
interference, but
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Classification of interference in ICG

A definition of GNSS interference has been provided in ICG-7
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Classification of interference in ICG

The main reason why GNSS signal is vulnerable to
interference is the weak transmit power.

Unintentional, Intentional and Intentional Intentional disturbance Pz
. Interfar_enoe Spoofing/ P ﬁ
Natural disturbance are three Uamm'"g) Mescring PSS
. S weak
aspects of interference: \:gna') / GNSS signal

O Unintentional disturbance \
> In-band emission Accumulate%

Noise

. o <
> Out-of-band emission &
> ...... .b\b\c}}O
. . o () e s
O Intentional disturbance S
i &
> Spoofing 0{\\ ¥ Out-of-band Emissions
> _I amming Inband Emissions (DME, TACAN etc.) I (Harmonics of TV stations etc.)
> . Natural disturbance
20° = = = = = —
O Natural disturbance i N =0 O
. . . . T L A — === =
> lonospheric scintillation ERAP™ v s e s s
" .J‘\ Wi g . ﬁ"x‘f"
> 20" l-‘ i : L= DT i Sl
...... 'I 1-& TP “:‘ o b
10° [ l I ’, :’4"\; -) J %5%' |
Ll g 105" 120" 135"

Lonospheric scintillation etc.
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Interference Events description

More and more interference events, not only to GPS but also to BDS,
have been found.They all have great effect on the performance of GNSS.
People should be aware of the harm of interference.



Unintentional interference
) Unintentional interference to GPS

Aerial GPS signal was interrupted caused by interference in Shenzhen city
and Henan province, etc. Backup system was started as a consequence.
Failure of GPS time synchronization system in mobile station.

Source: Unknown interference.

HE
HEl

obpoo mMHz

I

|
U

—_—
-—
-
T
=
-—
¢ o= mmn
—

L-s0
b rn s -A.M..\-\)L
oo

| uﬂd— WIS TR STERRIGY NP

Center 1.555 GHz 10 MHz/  Span 100 MHz
Date: 18.JUN.2008% 12:57:43

Failure of GPS time synchronization

system in mobile station




Unintentional interference

2) Unintentional interference to BDS

Interference was found in all the three frequencies of BI,B2 and B3 in Xi'an.

Sources:
» TV/mobile transmit tower (at Bl)
» microwave device (at B2)

» airport radar (at B3)
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Intentional interference

Intentional interference to BDS
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Natural disturbance

lonospheric scintillation

GNSS interference may also be caused by natural disturbance. Among

which ionospheric scintillation effect is most important.

lonospheric scintillation varies with many factors such as time, season

and geomagnetic position,
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Natural disturbance

lonospheric scintillation

lonospheric scintillation may
degrade the POSltlonlng Satellite communication system

Satellite remote sensing system = 0 Satellite navigation system

accuracy of GNSS and even
cause loss of lock during severe
scintillation activities, especiallymeWB o
in the low latitude region of

China.
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Loss of lock of GPS signal

Affected area of ionospheric scintillation caused by scintillation



uoiyepe.3ap oijed Isiou o) eudig

A>eandoe 3uluonisod A>uanbauy eng

Natural disturbance

lonospheric scintillation
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» The signal to noise ratio fluctuates
rapidly while scintillation occurs.

» The track of signal may be
interrupted during intense

scintillation.

» The error of positioning accuracy
of dual frequency receiver
becomes large during scintillation.

» Sometimes huge slips may occur.



Natural disturbance

lonospheric scintillation

Number of satellites visible
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Both the number of satellites visible and the dilution of
precision at Qion station varied significantly with the

occurrence of scintillation.
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Summary



From the harm of interference study, we can realize the
importance of IDM tasks, countermeasures should be
implemented urgently and some recommendations can
be drawn:

» To avoid unintentional interference (such as interference
between GNSS and the other services in-band or out-band),
compatibility study is of most important;

» To avoid intentional interference (such as jammers available),
legislation in spectrum protection and jammer prevention
should be promoted;

» To avoid natural disturbance (such as ionospehric
scintillation), ionospheric study was encouraged so that pre-
countermeasures could be carried out through the

prediction of spatial weather.
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