Slipping Through Celestial Bars

How the Prisoner’s Dilemma Can Help Us Avoid Earthly Confinement

Abstract

Access to reliable space traffic data is a prerequisite to most proposed orbital sustainability
solutions, including collision avoidance systems and active debris removal. A global space traffic
database would empower this by aggregating information from governmental and commercial
actors, ground stations, tracking satellites, and Al-enabled cross-referencing. International
disagreements over data sovereignty, proprietary information, sensitivity, and the free rider
problem threaten to stall the development of this essential system. This essay explores how an
orbital data repository could leverage data governance practices to foster international trust and
makes the case for a multilateral, transparent, and accountable system inclusive of developing

countries.
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Introduction

Whizzing above our heads at several times the speed of a bullet, an ever-increasing number of
space debris threaten to render our planets’ orbits unusable and trap humanity in a celestial trash
prison®. According to the European Space Agency, over 36500 debris larger than 10 cm were
orbiting Earth by December 2023, in addition to an estimated one million splinters larger than 1
centimetre in diameter?. Most proposed solutions to mitigate® or remediate* high-velocity orbital
debris require widespread access to the amount, position, and type of debris. As of writing, this
key prerequisite is not met. The requisite information exists but is fragmented across a variety of

government and private databases, stemming action and increasing the risk of further collisions.

In February 2023, the 60th session of the Scientific and Technical Committee of the United
Nations Committee on the Peaceful Uses of Outer Space (COPUQOS) recommended that the
United Nations Office for Outer Space Affairs (UNOOSA) facilitate free and non-discriminatory
access to reliable space situational awareness data®. Such a project requires a robust international
space data governance framework. Whereas the world would benefit from such an orbital
database, individual institutional and private data owners are perversely incentivized to withhold
information, as this would confer them an information advantage over commercial or
geopolitical competitors. In all cases, they are incentivized to reject any course of action that
could place them at an information disadvantage. This can be represented as a prisoner’s

dilemma.
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In this Prisoners’ Dilemma framework, cooperation means volunteering data in good faith,
while defection refers to withholding or falsifying data. To prevent an information disadvantage

relative to other players, actors are incentivized to defect, hindering international cooperation.

This essay contends that, with the right conditions, a global orbital traffic database including
active and inactive space objects orbiting earth can solve the dilemma in favour of cooperation
and lead to mutually beneficial outcomes. The database would begin by aggregating existing
information into a transparent and freely accessible repository, augmented by data ownership
rules enabling Al-powered modelling. A network of observation stations would provide

verification and contribute to refining the model.

Transparent source data

Establishing an effective orbital debris database requires gathering data from a variety of
sources, ranging from national satellite registries® to government’ and commercial® debris
trackers. Initial participants may hesitate to share data, but offering full database access can

mitigate mistrust. The U.S.” decision in late 2023 to transfer military tracking data to civilian
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control ° signals political readiness to declassify and de-securitize orbital information,

underscoring the feasibility of this endeavour.

Although the measured area remains identical, variations in resources, positions, and
priorities lead to different observers tracking different objects. A large volume of redundant data
can create a situation of “mutually assured transparency.” Data aggregation widens coverage
compared to individual sources, enhancing reliability through overlapping authenticity checks®®.
Redundancy also deters deceitful submissions by raising the chances of detection. Beyond a
critical number of contributors to the database assumed to be cooperating, the calculus for each

individual actor shifts in favour of maintaining cooperation.

Actor A
Cooperate Defect
All other actors |Cooperate |No actor has an information Actor A has an information
advantage. disadvantage relative to other
actors

Actors defecting risk isolation from the database, losing access to valuable data worth more
than what they withhold. Furthermore, misleading data would become harder to conceal,
diminishing the database’s potential as a disinformation tool.

Data ownership

Initial data contributors are likely to show reluctance at the prospect of surrendering
ownership of their datal!, whether for commercial or sensitivity reasons. A space situational
awareness database can address this challenge by leveraging blockchain technology to

simultaneously enable data sharing while allowing contributors to maintain ownership over their
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data. This can be accomplished by structuring the database across a blockchain. Storing orbital
debris data from multiple providers on a blockchain ensures transparency, immutability?, and
decentralized control, safeguarding against data manipulation or tampering®® while maintaining
contributors' ownership rights. This approach fosters trust and collaboration among stakeholders

while enabling secure and efficient data sharing.

An effective database would aggregate and process data using artificial intelligence to model
orbits and predict collision*. Contributors retain ownership of contributed data, while data
generated from it would become UNOOSA's property. Such a framework would enable the
database to progressively reduce its reliance on proprietary data, ensuring open, free, non-
discriminatory access, even in the event of contributors withholding data.

A robust verification system

A shared space debris database would be most effective if coupled with an autonomous
network of ground-based orbital observation stations. This initiative would enhance resilience
against dominant data providers and allow for an additional guarantee of data reliability.

Furthermore, the collected data could serve to refine the Al-powered orbital tracking model.

Such a network would additionally promote inclusion of underrepresented developing states,
who are otherwise underrepresented in orbital data ownership®®. While resource-intensive,
prioritizing centre construction in developing states ensures a valuable return on investment,
fostering knowledge exchange, talent development, and domestic space industry growth, leading

to orbits that are both more sustainable and more inclusive.

Conclusion
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Although a space situational awareness database would likely face data sensitivity and
geopolitical hurdles, scientific cooperation has a history of resilience to international tensions®.
Recognising the situation of a prisoner’s dilemma enables solutions based on mutual
transparency, non-discriminatory access, built-in data reliability, and accountability.
Technological advancements and the inclusion of a more diverse set of actors will cement an
orbital debris database as a keystone for broader debris mitigation and remediation efforts,

empowering humanity to reappropriate its planet’s orbits.

16 Mauduit, J-C. 2018. " Collaboration around the International Space Station: science for diplomacy and its
implication for US-Russia and China relations." Proceedings of 7th Annual SAIS Asia Conference. Washington, D.C.:
Secure World Foundation. 1-17.
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