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What is Galileo OSNMA

« What is Galileo OSNMA?

« Stands for Open Service Navigation Message
Authentication

« Mechanism to authenticate the Galileo data used to

calculate a position: satellite orbits and clock corrections,
satellite status flags, time...

 Equivalent to a Galileo “digital signature”

« Transmitted in 40 bits every other second in the Galileo
|/NAV message, E1B component, 1575.45 MHz

« Makes the signal unpredictable

. Why OSNMA?
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What is Galileo OSNMA

Galileo Satellite

OSNMA serverat L
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Loose time synchronization

« OSNMA requires a “loose time" reference independent from the signal
to (data-)authenticate
- If ensures signal is not delayed > 30s -> nominal mode (ADKDO)
* If ensures signal is not delayed > 330s -> “slow MAC" mode (ADKD12)

Manufacturer ‘ Model ‘ Oper. Temp ‘ YTemp ‘ Yagg(1year) B(T,) ‘ T max
TG-5035CJ -40°C +105°C 0.5 ppm 1 ppm 110.38 s ‘ 2.62 years
TG2016SMN -40°C +90°C 0.5 ppm 0.5 ppm 70.96s ‘ 3.57 years
Seiko Epson TG2016SLN -40°C +35°C 0.5 ppm 1 ppm 11038 s ‘ 262 years
TG-5006CJ -30°C +85°C 0.5 ppm 1 ppm 110.38 s ‘ 2.62 years
TG2016SKA -40°C +105°C 0.5 ppm 1 ppm 110.38 s ‘ 2.62 years
VT-803 -40°C +85°C 1 ppm 0.5 ppm 10249 s ‘ 2.89 years
VT-706 -40°C +35°C 0.5 ppm 1 ppm 110.38 s ‘ 2.62 years
Vectron
VT-702 -40°C +35°C 0.5 ppm 1 ppm 110.38 s ‘ 2.62 years
viaw | 400 | awo | opn | tpem | ooiams | 167years ‘ Power Consumption ‘ Price ‘ Order of y(t)
NT2520SE -40°C +105°C 0.5 ppm 1 ppm 110.38 s ‘ 2.62 years
- NT1612AA -30°C +85°C 0.5 ppm 1 ppm 110.38's ‘ 2.62 years X0 1T mW 1€-10€ 10 pPpm
NT1612AJA -30°C +85°C 0.5 ppm 1 ppm 110.38 s ‘ 2.62 years ~ : ~
NT2016SA -30°C +35°C 0.5 ppm 1 ppm 11038 s ‘ 262 years TCXO 1 mW 1€ 1 0€ 1 ppm
Maxim Integrated DS3231 -40°C +85°C 3.5 ppm 1 ppm 29959s ‘ 1.16 years OCXO 1 W 3-"::'1 0€ :O 1 ppm
“’é‘;’lz’z;’l‘g‘:' RV-8803.C7 |  -40°C +85°C Brn S 42573s ‘ 087 years

https://www.gpsworld.com/its-galileo-time-options-for-crystal-oscillators-in-osnma-enabled-receivers/

/



Galileo OSNMA protocol
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OSNMA SIS configuration (example)

Digital signature

Hash function for TESLA chain

Key size

MAC function

Self, clk&eph Tag size

Number of Tags per subframe (30s)

Tag sequence (over 2 subframes)

ECDSA P-256
SHA-256

128 bits
HMAC-SHA-256
40 bits

6

[00S, OOE, 04S, 00E, 12S, OCE ] ;
[00S, OOE, OOE, 12S, O0E, 12E ]

\_ Tag sequence first subframe
~ 00S 00E 04S 00E 12S 00E
' Tag sequence second subframe
00S 00E 00E 12S 00E 12E

Cross, clk&eph

/S:elf, time(UTC/GGTO)

\

Self, clk&eph, “slow”

\

Cross, clk&eph, “slow”
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OSNMA current status

=2014-2020: Studies, design, devpt
=2021-2022: Public testing

=2023: Service declaration (OSNMA
status switch from ‘test’ to
‘operational’)

2020

LIVE TEST
PREPARATION

2021

PUBLIC
TESTING

TECHNICAL BASELINE

OBJECTIVE OSNMA ICD
=SIS ICD (test phase), “Info note” and Omrmtone raadimess b testng
guidelines published* —
OBJECTIVE

(I) Users feedback
(Il) Support market and

.SIS re||ab|y transm|tted WorIdW|de pro{:luctsd.evelopment
for almost two years, 1+ year (1) Fine fning Lupeteam

publicly

/

/ *https.//www.gsc-europa.eu/electronic-library/programme-reference-documents#OSNMA

2023

SERVICE
PHASE

TECHNICAL BASELINE
OSNMA ICD

Rx guidelines service
definition document

OBJECTIVE

Benefit for users
and society



Examples of OSNMA applications

! Safety-Critical Applications: OSNMA-secured GNSS positioning to support safety-
_~ critical applications, such as in the automotive sector

— OSNMA included in the EU Digital Tachograph regulation

Telecom: to allow telecom operators to have accurate and consistent time and
i frequency at distant points of network.

‘ — Clear interest on GNSS authentication

Insurance telematics: use of GNSS data to increase the fairness of motor insurance
for both insurers and subscribers in the frame of usage-based insurance.

v .e . ol e, . . o
— = S Liability critical application
//:'}"G'.s \ e

/ More applications can be found in ‘Galileo Open Service Navigation Message Authentication (OSNMA) Info
Note’, European Union Agency for the Space Programme (EUSPA), 2021.



Some EU projects exploiting OSNMA

PATROL: Development, supply and testing of an OSNMA user terminal for
smart tachographs.

\.
A N @ ~ Galileo-based timing platform (TRL7), using OSNMA and EGNOS corrections.

é Design, integration and V&V of a shipborne receiver dual-frequency multi-

AS(:\':?\RD constellation Galileo OS enabled including OSNMA and IEC GNSS approval.

Assessment of the benefits introduced by Galileo authenticated signals

f

-~

C’/' ROOT (OSNMA) in the specific context of synchronisation of 5G telecommunication
Eolling Out OSNMA for the securesynchronization networks.

of Telecom networks

() pPython 3.8/ passing | () Python 3.9 passing § C) Python 3.10/passing

Open-source OSNMA library: https://github.com/Algafix/OSNMA

OSNMAIib


https://github.com/Algafix/OSNMA
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OSNMA availability

Availability of Tags for Galileo I/NAV orbit & clock data (ADKDO), for target security level and for at least 4 SV in view
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e /
OSNMA availability /

Availability of Tags for Galileo I/NAV orbit & clock data (ADKD12), for target security level and for 4 SV in view (240 [s] 80-bit
accumulation window)
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OSNMA accuracy

Difference PVT [m]

0.2

a3

0.05

-0.05

-0

-0.2

+ Difference HACC authenticated - legacy
@ Difference VACC authenticated - legacy

-_-.1_'*_
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GESS

Average difference between legacy and OSNMA vertical and horizontal position accuracy (95%) measured
at each TGVFx GESS from 15t May until 30" June 2022
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Next Steps

Continue public testing

Publication of Service ICD (Q4'22/Q1'23).
Mostly compatible with current (test) ICD

Publication of operational cryptographic data
t% be installed in receivers for the operational
phase

Operational service declaration: 2023 (date
TBC EUSPA)

To be complemented by signal authentication
(ACAS) and HAS data authentication in
Galileo 15t Generation, then rangin

authentication in all frequencies in Galileo 2"
Generation

System readiness
Operations readiness

2021

PUBLIC
TESTING

TECHNICAL BASELINE
OSNMA ICD

RX guidelines for
public testing

OBJECTIVE

(1) Users feedback
(Il) Support market and
products development
(1) Fine tuning (upstream
and downstream)

2023

SERVICE
PHASE

TECHNICAL BASELINE
OSNMA ICD

Rx guidelines service
definition document

OBJECTIVE

Benefit for users
and society



Conclusion

- OSNMA is a pioneering data authentication service
offered freely and worldwide by Galileo

 Very reliable and stable signal, as per 1+ year of public
testing. Can be used now already!

« Initial service to start next year (2023)






