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What is Galileo OSNMA

• What is Galileo OSNMA?
• Stands for Open Service Navigation Message 

Authentication
• Mechanism to authenticate the Galileo data used to 

calculate a position: satellite orbits and clock corrections, 
satellite status flags, time… 

• Equivalent to a Galileo “digital signature”
• Transmitted in 40 bits every other second in the Galileo 

I/NAV message, E1B component, 1575.45 MHz
• Makes the signal unpredictable

• Why OSNMA?
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Loose time synchronization
• OSNMA requires a “loose time” reference independent from the signal 

to (data-)authenticate
• If ensures signal is not delayed > 30s -> nominal mode (ADKD0)
• If ensures signal is not delayed > 330s -> “slow MAC” mode (ADKD12)

https://www.gpsworld.com/its-galileo-time-options-for-crystal-oscillators-in-osnma-enabled-receivers/



Galileo OSNMA protocol

DSM-PKR

DSM-KROOT
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OSNMA SiS Parameter Configuration

Digital signature ECDSA P-256

Hash function for TESLA chain SHA-256

Key size 128 bits

MAC function HMAC-SHA-256

Tag size 40 bits

Number of Tags per subframe (30s) 6

Tag sequence (over 2 subframes) [00S, 00E, 04S, 00E, 12S, 00E ] ;
[00S, 00E, 00E, 12S, 00E, 12E ]

OSNMA SIS configuration (example)

Self, clk&eph

Cross, clk&eph Self, time(UTC/GGTO) Self, clk&eph, “slow” Cross, clk&eph, “slow”
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OSNMA current status

2014-2020: Studies, design, devpt
2021-2022: Public testing
2023: Service declaration (OSNMA 
status switch from ‘test’ to 
‘operational’)

SIS ICD (test phase), “Info note” and 
guidelines published*

SIS reliably transmitted worldwide 
for almost two years, 1+ year 
publicly

*https://www.gsc-europa.eu/electronic-library/programme-reference-documents#OSNMA



Examples of OSNMA applications

More applications can be found in ‘Galileo Open Service Navigation Message Authentication (OSNMA) Info
Note’, European Union Agency for the Space Programme (EUSPA), 2021.

Safety-Critical Applications: OSNMA-secured GNSS positioning to support safety-
critical applications, such as in the automotive sector

→ OSNMA included in the EU Digital Tachograph regulation

Telecom: to allow telecom operators to have accurate and consistent time and 
frequency at distant points of network.

→ Clear interest on GNSS authentication

Insurance telematics: use of GNSS data to increase the fairness of motor insurance 
for both insurers and subscribers in the frame of usage-based insurance.

→ Liability critical application



Some EU projects exploiting OSNMA

PATROL: Development, supply and testing of an OSNMA user terminal for
smart tachographs.

Galileo-based timing platform (TRL7), using OSNMA and EGNOS corrections.

Design, integration and V&V of a shipborne receiver dual-frequency multi-
constellation Galileo OS enabled including OSNMA and IEC GNSS approval.

Assessment of the benefits introduced by Galileo authenticated signals
(OSNMA) in the specific context of synchronisation of 5G telecommunication
networks.

Open-source OSNMA library: https://github.com/Algafix/OSNMA

https://github.com/Algafix/OSNMA
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OSNMA availability

Min: 99.33% - Mean: 99.69% - Max: 99.74% 

Availability of Tags for Galileo I/NAV orbit & clock data (ADKD0), for target security level and for at least 4 SV in view 
(120 [s] 80-bit accumulation window)

Source: ADS/EUSPA



OSNMA availability

Min: 96.88% - Mean: 99.01% - Max: 99.74% 

Availability of Tags for Galileo I/NAV orbit & clock data (ADKD12), for target security level and for 4 SV in view (240 [s] 80-bit 
accumulation window)



OSNMA accuracy
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Next Steps 

• Continue public testing

• Publication of Service ICD (Q4’22/Q1’23).
Mostly compatible with current (test) ICD

• Publication of operational cryptographic data
to be installed in receivers for the operational
phase

• Operational service declaration: 2023 (date
TBC EUSPA)

• To be complemented by signal authentication
(ACAS) and HAS data authentication in
Galileo 1st Generation, then ranging
authentication in all frequencies in Galileo 2nd

Generation



Conclusion 

• OSNMA is a pioneering data authentication service
offered freely and worldwide by Galileo

• Very reliable and stable signal, as per 1+ year of public
testing. Can be used now already!

• Initial service to start next year (2023)
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