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Sister publication to the
GSA's GNSS Market
Report, is published every
two years and takes an in-
depth look at the latest
state-of-the-art GNSS
receiver technology, along
with providing expert
analysis on the trends that
will shape the global
GNSS landscape in the
coming years.
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Protecting against GNSS Jamming
and Spoofing at all levels
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Interoperable multi-GNSS is the
reality for the foreseeable future
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EGIPRON, Interference detection
and robustness capabilities system
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EGIPRON Mission and objectives =Harim

* Analysis of the national interference reporting regulatory environment

* Design and implement a platform to collect heterogeneous
interference-related data from contributors and share events to
relevant end users

* Promptly notify to competent authorities of the EU Member States
GNSS interference events.

* Ensure the protection of sensitive information.

Data Collecti on) Data Processing) Threat Management l
Data collection Reporting &
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pre-processing
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Classification &
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Interference
detection
Data collection Impact Incident

from source N analysis management
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EGIPRON User types

Contributor/Producer
Upload data
Using M2M interfaces or manual upload
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High grade Professional Low grade
sensors services sensors

End User/Consumer

Download statistics

Public authority, equipment manufacturer
Administrator

Mange service and check uploaded data

Location Data Crowdsourcing
Services

B Flexibility is paramount
B Holistic data collection

STRIKE3 Knowledge Database

- - Deliberate

Unintentional DETECTOR DETECTOR Tarmemving

Interferences Recaivers Receivers i b hs

[that have “:: impacted by impacted by impact at

[;nl;}:(ét.r;;t & unintentional deliberate the DETECTOR

Pecsiver interference Jamming Receiver

415,589 15,116 56,692

Unintentional Interference Receiver Impact® Deliberate Jammers

(87%) (4%/96%) (13%)
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STRIKE3 Project Rationale Shaclm

1. Monitor 2. Detect 3. Characterise 4. Mitigate 5. Protect

Provided a response at an international level to ensure that there is:
i. Astandard for GNSS threat reporting and analysis

ii. A standard for assessing the performance of GNSS receivers and applications under
threat
9 9

The value of characterization
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Antennas and Receivers are essential
to GNSS performance

Clements

Fundamental GA MA
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IELD AWARE NAVIGATION AND TIMING AUTHENTICATION SENSOR
FOR TIMING INFRASTRUCTURE AND CENTIMETER LEVEL POSITIONING
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integrated cost effective antenna
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MAGICA, Multi-frequecy Automotive @qu-
GNSS Integrated Antena
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FANTASTIC, GNSS applications to the @spn-

next level A ' septentrio
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The FANTASTICreceiver is: The FANTASTIC antenna is an active high-precision geodetic antenna

supporting all GNSS signals in L-band and able to discriminate between right

¢ dual antenna,
and left hand circularly polarized signals (both provided at two different

* multi constellation, outputs).

° multi carrier. The radiation pattern is nearly optimal and the zenith cross- polarization
The innovative technology discrimination is better than15 dB.

implemented in the multi- frequency It is characterized by very low phase centre variations (-3 mm to +5 mm
FANTASTICreceiver enables phase across its frequency range).

continuity in heavily interfered

. It hosts an IMU just beneath the antenna phase center: this simplifies its
environments.

setup (without the need to configure the lever arm). 14




25/08/2021

Enabling the digitisation of @spn-
government controls through EGNSS

EEE!EE&E&P Open Source Android and iOS application using GNSS raw
e bug i measurements and EGNSS differentiators (Galileo dual-
frequency and Galileo authentication service OS-NMA), if

the terminal allows it (up to the best possible level)

* |ncreasing accuracy

* Increasing robustness against data manipulation (position
and time)

* Can be integrated and customised for end-user solutions

* Generating input for the Integrated Administrative Control
System (IACS) of the Common Agricultural Policy (CAP)

wwWw.EGNSS4CAP.eu

The NAVISP Programme

A key enabler for innovation and competitiveness.

This programmatic action will not establish or duplicate the strategy or plan for the
evolution of Galileo or EGNOS.

https://navisp.esa.int/
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GIDAS, GNSS Interference
Detection & Analysis System

* Enables a continuous 24/7 monitoring of the GNSS frequency bands.

* Classify and localize intentional interference by means of jamming and
spoofing.

* GIDAS targets safety critical applications with either high-demands
regarding interference monitoring
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GNSS Interference Detection & Analysis System

JOANNEUM

University of Applied Sciences

COLOSSUS

* Cloud-based GNSS data processing platform.

* Autonomous and continuous ingestion and processing of vast amounts
of crowd-sourced RINEX data collected from continuously operating
GNSS receiver (CORS) networks.

* Able to identify common mode GNSS failures, constellation failures and
single satellite failures.

COLESSUS ~\/VvVsSsL
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ANTI-JAMMER SOC

* Single chip, which integrates in a single die the major building blocks of
a complex system such as RF, analog digital processing data path, SRAM
and a CPU.

* Application very compact, low cost and low power consumption.

* Allow un-degraded Acquisition and Tracking performance in
Interference harsh scenarios.

RedCat Devices

GNSS Vulnerability & Mitigation

* To support Czech Republic’s activities related to the GNSS/PNT
vulnerability.

* To create a complex overview of (critical) infrastructure dependency on
GNSS/PNT.

* To prepare recommendations of mitigation measures against GNSS/PNT
to particular stakeholders and governmental institutions.

PZAa sscl
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GIMAD, GNSS Interference
Monitoring And Detection System

* Portable station designed to efficiently detect and support the location

of threats that can endanger satellite-navigation based critical activities.

* To monitor permanently the GNSS environment in the geographical
areas where these critical activities take place.

* Inform the users about the nature of the threat, allowing to initiate the
necessary remedial actions.
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Linking space to user needs

Get in touch with us

www.euspa.europa.eu
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The European Union Agency for the Space Programme is hiring!

Apply today and help shape the future of #EUSpace!
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