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. Content of presentation:
o Introduction
« GNSS vulnerabilities and national infrastructure
« Managing GNSS vulnerabilities
« Benefits of GNSS vulnerabilities management
« Conclusion
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 Introduction

 Increasing number
of GNSS
applications:
everyday life,
navigation, traffic
and asset
management, public
security, agriculture,
forestry, science etc.

« GNSS vulnerabilities

« Need to assure
seamless and robust
GNSS operation
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« GNSS vulnerabilities and national infrastructure

« Sources of GNSS vulnerabilities
o Global vulnerabilities

« Locally-caused vulnerabillities
‘ SOURCES OF GNSS VULNERABILITIES

POSITIONING ERRORS REDUCED SERVICE AVAILABILITY

DILUTION OF USER EQUIVALENT
PRECISION RANGING ERROR NATURAL CAUSES | |ARTIFICAL CAUSES

: ::E::::: iﬂ,'lime”s - geomagnetic storms

- intentional (jamming)

- multipath - ionospheric storms

- receiver noise : ;
- Volcanic eruptions : z

P - non-intentional

- ionospheric delay (non-EMC)

- tropospheric delay e
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« GNSS
vulnerabilities
management
procedure

General approach

Vulnerabilities
iIdentification

Alert broadcasts
Corrective actions

International co-
operation

THREATS

IDENTIFICATION

l

GNSS PERFORMANCE AND
POSITIONING ENVIRONMENT
MONITORING

|

|

ALERTS

CORRECTIVE
ACTIONS
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. Benefits of GNSS vulnerabilities management

« GNSS implementation:
e voluntary
e regulatory
« Demand for advanced systems and services
means that GNSS has reached the maturity level

« GNSS vulnerabilities management hels to tackle
eff_ects oGNSS vulnerabilities - e
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« Conclusion

« GNSS vulnerabilities are caused by global and
local sources

« In order to combat local sources, national GNSS
vulnerabilities management procedure should be
established

o International co-operation is essential in minimising
the effects of GNSS vulnerabilities

s
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