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senen |

r’

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp Slide : 3


https://media.digikey.com/Photos/Taoglas/MFG_TS.07.0113.jpg

( fs is Center for Spatial Information Science [ = iy =s

The University of Tokyo C ’ THE UNIVERSITY OF TOKYO

Spoofing a Car Navigation System

= _

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp Slide - 4



S s  Center for Spatial Information Science
I The University of Tokyo

Spoofing

argets, Methods and

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp

Cp BEHKRE

YPES

Slide : 5



Csi

Center for Spatial Information Science
The University of Tokyo

]

— . ALY
/I;_l\ j_\- ?
ITY OF TOKYO

C ’ THE UNIVERS

Spoofing Target Device or System
Target DeviceorSystem |

Spoofing a GNSS Receiver

Spoofing a system that has a GNSS
receiver

Spoofing a system or an application that
uses GNSS and other sensors for PNT
solutions

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp

A GNSS receiver module or device
A system only based on GNSS such as RTK, VRS,
HAS, CLAS, MADCOA PPP etc.

A system that uses GNSS for PNT as a primary
source of PNT data.

Other sensors if present may only work as
secondary device or only provide dead-reckoning
solutions such INS sensors.

Examples:

Car navigation system, drone, UAV, UMV, AlS,
GPS/IMU

A system or application that uses GNSS or other
sensors to output PNT data even if GNSS signal is
absent.

Examples:

Mobile phone, Mimamori Device, Google location
engines
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Spoofing Methods and Types
SpoofingMethods |

Direct Attack Connect the target device directly by a cable
Spoof signal is not transmitted by antenna

Over-The-Air Attack (OTA) Transmit spoof signal over-the-air

Spoofing Types I

Self-Spoofing Spoof a receiver that is under own control
3rd Party Spoofing Spoof a receiver that does not belong to you
Or you don’t have control over the target receiver
Direct Attack OTA (Over The Air) Attack

GNSS Antenna
-1.5dB

SPOOFER Rx 4.<] S
GNSS Signal
P, = (-1251t0 -13
S

Generator V. ATT. SPOOFER -1.5dB

GNSS Signal —n—

Generator

5) dBm

V. ATT. Rx

Self-Spoofing 3rd Party Spoofing

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp Slide : 7
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Self-Spoofing

_ SPS
Receiver Type 1
GNSS DGPS, RTK
Receiver Receiver Type 2 Services
; L-band
Direct Attack Receiver Type n

Correction Services

L6/E6-band
Car-Navi system Correction Services
[ Self-Spoofing GNSS UAV / Drone
Integrated
System AIS, VMS,GPS/INS
ADAS
Android Device
OTA Attack L
GNSS + Mobile Phone 10S Device
, Maker A
-1.5dB Sensors Mimamori Device
SPOOFER System Mak
GNSS Signal aker B
Generator Other ?7?
V. ATT. Maker C
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3rd Party Spoofing

_ SPS
Receiver Type 1
GNSS DGPS, RTK
Receiver Receiver Type 2 Services
Receiver Type n L-band
. Correction Services
{ L6/E6-band
/ Car-Navi system Correction Services
3rd Party
Integrated
System AlIS, VMS,GPS/INS
ADAS
Android Device
OTA Attack i:
) Devi
N GNSS + Mobile Phone 05 I\jw:e .
ntenna aKer

SSezigrrns Mimamori Device

y Maker B
-1.5dB Other ??
SPOOFER
GNSS Signal Maker C
Generator V. ATT. Rx
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GPS Signal Power and Spoof Signal Power
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ITU-R Regulation

Guidance on ITU-R Recommendations
RNSS systems/networks operating in 1164 — 1215, 1215 - 1300, 1559 - 1610, 5000 - 5010, 5010 — 5030 MHz (Rec. ITU-R M.1901-1)

Transmitting RNSS Space Station
Description & technical characteristics of
GLONASS, GPS, GALILEO, COMPASS,
QZSS, IRNSS, etc.

1164 - 1215, 1215 - 1300, 1559 - 1610

Inter-system Interference MHz (Rec. [TU-R M.1787-2)

Coordination methodology for A

1164 — 1215, 1215 — 1300, % ________________ >l '

1559 — 1610, 5010 — 5030 MHz & A\ A

(Rec. ITU-R M.1831-1) /|| Protection of ARNS 4 Receiving RNSS Space
Interference evaluation method ) |} from all RNSS in 1164 — / station
Pulsed interference: Q /111215 MHz - Assessing /. Characteristics & protection criteria
1164 - 1215, 1215 - 1300, 1559 - 1610 : )/ | | Max EPFD (Rec. ITU-R ) for interference analysis
MHz (Rec. ITU-R M.2030) I ’ : : M.1642-2) and protection ! Space-to-space
Continuous interference: : / 11 criteria (Rec. ITU-R /) 1164 — 1215, 1215 - 1300, 1559 -
1164 — 1215, 1215 - 1300, 1559 — 1610 ] )/ |1 M.1639-1) /) 1610 MHz (Rec. ITU-R M.1904)
MHz (Rec. ITU-R M. 1318-1) : / :* ) Earth-to-space
RNSS Receivers or Earth Stations : ; w N &0?30-65? UL AR ISR
Characteristics & protection criteria for : / DME/TACAN /) 1906-1)
interference analysis : )/ ; K RNSS vs ARNS/RLS ‘
1164 — 1215 MHz (Rec. ITU-R M.1905) V) y Computation of separation distance in
1215 — 1300 MHz (Rec. ITU-R M.1902) Wy » - / 1300 - 1350 MHz (Rec. ITU-R M.1584)
1559 — 1610 MHz (Rec. ITU-R M.1903) \A/’ \\\\* _ ~n < Coordination distance in 5000 - 5010
5010 - 5030 MHz (Rec. ITU-R M.2031-1) | X | _\ MHz (Rec. ITU-R M.1582)

RNSS vs RA

Interference calculation NGSO RNSS vs RA (Rec. ITU-R M.1583-1)

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp
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Japanese Radio Regulation for License Free Weak Signal Transmission

https://www.tele.soumu.go.jp/j/ref/material/rule/index.htm

No license if the
signal power at
3m is below this
level
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For GNSS signals, it corresponds

What is your
country’s
regulation?
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GPS Signal Power

Signal Power in dBm

-110

-140

GPS Signal Power Spectrum
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Power at Receiver Antenna, dBm

L1C/A Power: 25.6W, Antenna Gain: 13dBi. Other Loss: 2dB
Received Power: Tx Power + Ant. Galn 1O'Iog10(d2) - 36.41 - OtherLoss

"
115 |
-120
125 '
Ll GPS Signal Power z-:\t/,
Rx Antenna >0 GPS
-135
10° 10" 102

Distance from Transmitter Antenna: x 1000 Km

Power

Mobile phone, WiFi, BT etc. have power levels
above -111dBm, much higher than GPS Signal

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp Slide : 13

GPS L1C/A Signal Power at Receiver Antenna:
-130 dBm or -193 dBm/Hz or -105 dBm/m2



™ - - - — . ALY
S IS Center for Spatial Information Science C 5K F
The University of Tokyo " THE UNIVERSITY OF TOKYO

Free Space Propagation Loss (FSPL)

Received Power based on Free Space Propagation Loss for k=2
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o
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Power at Receiver, dBm
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-140

-150

-160
10°

Distance from Transmitter Antenna, [D] meter
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Spoofer Power Settings

130dBm Normal Receiver and Antenna Setup Direct connection, Without LNA

' -80dBm -30dBm -110dBm

+20dB -110dBm
Simulator Receiver
LNA Receiver ATTN

A 4

Direct connection, With LNA Direct connection, Without LNA
-60dBm
High-P
-80dBm  -50dBm -110dBm outout | ~50dBm -110dBm

+20dB
ATTN ATTN

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp Slide : 15
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Spoofing Test Methods
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SPOOFER
GNSS Signal
Generator

-1.5dB

V. ATT.

Direct Attack (DA) Test

Rx

Receiver Power: OFF

v

Setup Spoofer

-

Transmit Spoofer
Signal

A

Receiver Power: ON
Reset Receiver or
Cold Start
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A

A 4

Log Data
About 15 to 30 min.

A

\ 4

Stop Data Log

Scenario
?

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp

Cold Start or
Reset Receiver

No

Yes

A

Restart Spoofer
Scenario

A

Stop Spoofer

A
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Over-The-Air (OTA) Test

SPOOFER
GNSS Signal
Generator

-1.5dB ‘

V. ATT.

GNSS Antenna

Py, = (-125 to -135) dBm
\
\

\

»H

Rx

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.ip

Receiver External
Antenna Connected

A 4

Receiver Power: OFF

v

Setup Spoofer

-

Transmit Spoofer
Signal

!

Receiver Power ON

A

A 4

Restart Spoofer
Scenario

A

Stop Spoofer

|

Yes

Reset Receiver
Or Cold Start

A 4

Log Data
About 15 to 30 min.

A

Stop Data Log

Reset
Spoofer
Scenario?

No
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A 4

( STOP )
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Rx Power 2>

-100dBm Po + 30

-110dBm Po + 20

-120dBm Po + 10

-130dBm  Po

-140dBm Po - 10 ?

Spoofing Test: Power Control

___________________________

SPOOF Signat=—

@ - - |- TRUE Signal- - -

___________________________

----- ——————TRU

ty

Spoof signal is transmitted before the receiver power is turned on

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp
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Spoofing Test: Power Control

A;
2100dBM P + 30 |----nn--mmmmmmmm e -
— — + SPOOF Signal = =
A -110dBm Po 420 |--omooof oo Y V) S — -
N N i AUTH: FAIL
) \ i i
2 -120dBm Po 4 10 |-------f-mmmm e e oo N S S S .
o \ ;
& N~ — — — & —=|—= SPOOFSignal 4= = = 4= = = =
-130dBm po @—— TRUE Signal ; 'TRUE Signas
-140dBm Po - 10 r ------------------------------------ S S S S A—
t t; t Time > t3 4 ts 6

Spoof signal is transmitted after the receiver power is turned on

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp Slide : 20
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-100dBm Po + 3¢

Rx Power >

-140dBm Po - 10?-

-110dBm Po + 20

-120dBm Po + 10

| Information Science

-130dBm Po @
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o

Spoofing Test: Power Control

Unknown Unknown
Auth. Status Auth. Status
| IR s \ >
—>
______________________________________ E———_--______’I___________——————_——___ _\T_____________———-—————___________________-
«————— AUTH: PASS———» // N AUTH: FAIE <« AUTH: PASS»
______________________________________ E“‘?“"“___T_______________________ _____\__'__________'________________________'
: \
TRUE Signal /5/ TRUE Signal - =-==K
r aum N
/ N
SPOOF Signal /7 \
________ A I |y AP . Y
\ I S Zam—
t, t; Time > t3 & ts 6 t;

SPOOFING Signal Power SPOOFING Signal Power

SPOOFING Signal

is less than TRUE Signal is slowly increased to Power
AUTH Status : PASS overcome the TRUE Signal is more than
AUTH Status : Changes from TRUE Signal
PASS to FAIL AUTH Status :

NAV BIT Error may happen in FAIL

the Yellow Zone

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp
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Y

SPOOQOF Signal Power is
reduced and kept at
about 3 - 6dB above the
TRUE Signal to Keep
Lock on SPOOF Signal
AUTH Status : FAIL
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( jSi Center for Spatial Information Science % ;1;—:{‘ j( %

The University of Tokyo C ’ THE UNIVERSITY OF TOKYO

Impact on Signal Processing due to Interference or Spoof Signal

Correlation PRN 13, Tlgegmﬁon ims Correlation PAKRPN 13‘Iﬁgegmlmn 3ms Correlation P‘RN 13, Tlgegmﬁon Bms
“Integration Time : 3ms “Integration Time : 6ms

""'ln_tegration' Time : Ims

Presence of high level noise [Pl } M “\v‘;' | l\* ‘
This requires longer integration of data’ § (1l
More processing power .
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Very small noise

10000
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True Signal vs. SPOOF Signal when attacked by a Spoof Signal

We have filed a patent based on this methodology to
implement in GNSS receivers to detect Spoofing and
provide a solution even if a receiver is attacked.

File: AJ1.dat, 5%: GPS, PRI 1D:3, Data Location at: 73000msec
CodePhase: 197598, Doppler: -2100Hz, Cohint.: 2, MonCohint: &

SPOOF Slgnal

Mormalized Power

File: &J1.dat, 5% GPS,
CodePhase: 10167, Doy

File: &J1.dat, 5%: GPS, PRM |D:3, Data Location at: 34000msec
CodePhase: 20508, Doppler: -2000Hz, Cohint.: 2, NonCahint: 5

‘SPOOF Signal

File: AJ1 dat, SV GPS, PRN ID:3, Data Location at: 115000msec
CodePhase: 21217, Doppler: -2000Hz, Cohint.: 2, MonCohlnt: &

 SPOOF Signal

i

TRUE Slgnal

Mormalized Power

00
1100
2100

Doppler Frequency, Hz

Mormalized Power

Doppler Frequency, Hz 100

File: A1 dat, SV GPS, PRN ID:3, Data Location at: 143000msec
CodePhase: 22167, Doppler: -2100Hz, Cohint.: 2, MonCohlnt: §

| SPOOF Signal

i
File: AJ1 dat, SV GRS, PRN ID:3, Datj Location at: 157000msec

CodePhase: 13254, Doppler. -2100Hz, Gohint.: 2, MonCohint: &

1 . : :
- TRUE Signal = SPOOF SignHi
2 29 = S -120
o
0. z G
- 5 130
[%2]
o0 -140
Doppler Frequency, Hz
ke ‘ 150
% 8 FI L i -160
o 1. 0 20
L ! S
£
2 0.2 -|
0
2m
Doppler Frequency, Hz :11[|[| Conta Ct: D-

40

Manandhar, di

60 80
Time, Sec

Marmalized Power
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Spoofing Attack Video

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp Slide : 24
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Summary

e Spoofing impacts on receivers as well as GNSS based
systems shall be studied in detail.

« However, it is quite complex to understand spoofing attacks.
« Anti-spoofing solutions require spoofing detection methods

e Thus, we recommend and request the stakeholders for
support to conduct spoofing-related studies, field tests etc.
through the IPNTJ, working group.

Contact: D. Manandhar, dinesh@csis.u-tokyo.ac.jp Slide : 25
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