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elecironic Travel Advisory

-
Hwa Saup Lee, GIS Officer
_:Safety and Security Information Management Section (SSIMS) | Enterprise Solution Service — Asia (ESS-Asia) s
Office of Information and Communications Technology (OICT) | United Nations
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Enterprise Solution Services | OICT | UN

Mandate »

® Harness the potential of information and communications technology to support the work of the United Nations in the areas of peace
and security, sustainable development, humanitarian aid, human rights, and international law — ICT Strategy (A/69/517), the General
Assembly (A/RES/69/262)

Scope

= Develop and maintain applications supporting corporate business processes

= Align IT solutions with business strategy

= Enforce utilization of standard technologies, compliance with architecture principles

= Disaster Recovery and Business Continuity

= |Information security

Team

U Regional Technology Centres - Local support &alignment 88, Enterprise Service Desks - Help desk & support

= 2 centers: Bangkok, New York O Ruscas Agpbcaton Oumes:

lized app devel

= Virtual team: 200+ Personnel in Bangkok, New York and Valencia
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# UNDRR

bl cawciion /R ﬂ GPML Data Hub

 Oighal Platlor: £rabling Dita & lnte:

Development Focus

b
2
global platform for
disaster risk reduction

ADD A NEW COMMITMENT

Platforms and Systems -
* Customer Relationship Management Systems (CRM) i

(%;C@ ‘@‘ R s
* Enterprise Resource Planning (ERP) SN

* Learning Management Systems (LMS)
* Content Management Systems (CMS)

=L ‘ ‘ ‘ { [ ‘ |
PSP I FFE IS

* Information Management Systems (IMS)
* Mobile Applications

* Citizen Engagement

{53y United
S92 Nations

UNITED NATIONS
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Highlighted Project: eTA
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August 2003

Who is there?
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December 2007

SRS e N A D ST,

“Towards a Culture of Security and
Accountability”

The Report of the Independent Panel on Safety and Security of UN
Personnel and Premises Worldwide

U - e

A

“...Information technology is not a luxury, it is a central instrument for delivery of
security services. The Panel strongly underlines the urgent need to develop the IT
support function of DSS for the field and Headquarters.

Without a serious level of investment within the overall framework of the UN’s
information technology and knowledge development, DSS will not have the
capacity to exercise its leadership in UN security....”

“The Panel observes that the current Integrated Security Clearance and Tracking
(ISECT) system, which has greatly improved the process for security clearance, has
potential beyond its current limited use. “

{3y United
2 Nations

UNITED NATIONS
OFFICE OF INFORMATION AND
COMMUNICATIONS TECHNOLOGY




Build and manage systems and tools for the UN Security Management System (UNSMS)
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TRIP (Travel Request Information Process)

Security Clearances requests processed:
* Daily: over 15,000 (pre-COVID)

* Annually: over 3 Million

* Total: over 18 Million (since 2005)

AN United Z - \ : - — IITED NATIONS

‘FICE OF INFORMATION AND

=% Nations JMMUNICATIONS TECHNOLOGY

TRIP Security Clearance in 2017
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% United
Nations

SECURITY
CLEARANCES

Manage your trips,
travel requests,
& security clearances

3.83:82.2 Who is there?

Electronic Travel
Advisory

United Nations Enterprise Apps

AF

Security Clearance Request

Personnel Profile
Management

Azure Cloud Migration

Mobile Technology

@) Ynited |z YNSMIN
S Nations | andsecurity .0 S SWEE —
DevOps Approach

UN Premises DB
Security Risk
M t
anagemen » /9
Security Clearance @ e
*

Management

Accountability

Management Tool

Emergency Contact

Travel Advisory
Management

)
)

N
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eTA - electronic Travel Advisory

v

Bangkok City and Vicinities

eTAis the location-based . T sl
security awareness tool for "
the UNSMS. ey | .

Colloge

Dusit Patace

Ratchatannamai
Society of Thailand
of H.M. Authority
(Nang Loeng

Possible traffic blockage

Description

Due to motorcade movements, there has been a high level
of traffic congestion around the UN premises.

Advisory

To relieve the traffic congestion, North Gate will be open for
vehicles to access

You are 82 meters away from this security perimeter.

Q A @ 2

. »
UNITED NATIONS
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ETA - Electronic Travel Advisory

v

Location based Travel Advisory for UN

Personnel

Security clearance
Security notification
Geo-fencing

Emergency chat

United

I
‘

PRRRIIIITIIY

UN Entty

Emergency contacls

Central African Republic

«
E—

For acditional information, you may contact DSS
24/7 Communcations Centre a1 any of the following
phone numbers

———

Emergency Chat

Q A o 2

Layers
@ User Locatians less than 12 hours)

@ Notificaton

+ @ Head Count

4L UNPremises

@ €TA Geolocation Ensbie Status

- Security Risk Management

@ SSIRS Incident last 7 days

I}

SRRl o |

o

%y
@® ° L=

c "
i Bz
LB
;:5 F:
FI
H
5
Number of eTA Users

&

E ‘@dfo.o \§5 s‘"ﬁfﬁﬁy \;"d{?\g@é{’ & &

€ Travel advisory

Duty stations
| eomviea ]
MINIMAL (1)
Armed conflict  MINIMAL
Terrorism Low
Crime Low
Civil unrest MODERATE
Hazards Low

Travel security information file

Emergency Preparedness - A gusde for UN

United States
Travel advisory

)

LN
FN
A N
ey

UNDSS Travel Advisory
Head Count for NY

Head count test. Kindly respond

r N
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Global Presence

“UNSMIN - GEO

>
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3
5
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I © ‘
eTA Messages last 6 months

eTA User locations
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Top Agencies

UNICEF

&)

% United
2 Nations

NOTIFICATIONS SENT BY AGENCIES IN 2022

UNV
UNHCR

WFP

UNVMC M

I

ETA Notification Stats for
01-Jan-2022 - 31-Dec-2022

Motifications by AFP

B FAO [ 1oM [ OCHA [0 UNAMI [0 UNESCO [0 UNICEF [N UNMISS [ UNRCO UNSOM [l UNVMC [ WHO
N ICC-CPI N MINUSCA [ OICT [ UNDP [N UMFPA [0 UNITAMS [N UNODC [0 UMRWA [0 UNSOS [0 WFP WIPO
[ Jlte] [ MINUSMA UNAMA [ UNDSS UNHCR B UNMIL N UNOPS [ UNSMIL [ UNV

s e S ¢ s, < (549
A i

- A 5554

January _- &Y -l

4] 200 400 600 800

2022

Users by UN Entity (Top 15)

Number of ETA users by UN Entity

10000

8000+

6000

4000+

2000+




eTA Audience

Security Professionals

170,000 PR
o
UN Personnel .-. 600 UNDSS

300,000 1,000 UN  [FE¥sg:

A:gencies m

O O O
m m m Peacze(lzggpmg

4,000 °0o
UN Senior Staff with 1'700 SSS ﬁwm
Security Responsibilities

. ZERN UNITED NATIONS
y United w{ ’ & OFFICE OF INFORMATION AND
* Nations W77 COMMUNICATIONS TECHNOLOGY
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Integration with other AFPs

“It’s about data, not about the tools.”

v
* |IMF integrated with TRIP since 2011
SECURITY e Currently 13 UN Entities creating TRIP
CLEARANCES

requests from their ERP systems

Electronic Travel
@ Advisory
United Nations Enterprise Apps

@ * 2019 IOM SCAAN — eTA Quick Notification,
Operational Zone Notification

{f&UNSMIN - GEO @UN ;:E * 2023 SCAAN/Everbridge — Integration of

all eTA Accounting for Personnel types
(Radio Check, Head Counts...)

RN 2 ’f’ﬁ'\\\\‘ UNITED NATIONS
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L2 Nations NP COMMUNICATIONS TECHNOLOGY



eTA for UN Personnel

v

» Easy access to security-related information
* View UN Premises location

* Receive Notifications

* Respond to:

- Head Count
- Accounting for staff
- Phone Tree

* Initiate Emergency Chat
* Request Security Clearance

* Edit Profile
: RSN
% R §:‘ Umted (/:\\i UNITED NATIONS
(@) United ) Rt



eTA for Security Professionals

p .
7%y United | Department [search. Jseanc N Tes|
VQ {j of Safety

N atlons and Security United Nations Security Managers Information Netwark

¢ o © & ~° https:/funsmin.dss.unorg/IMO/eTA-Message-Plus B 9%

SYSTEMS: cims | csD |Lcsss | Premises DB | sLs | SSIRS v2 | SRM | Travel Advisory | TRIP.

e e e e e e e £UNDS UNSMIN E —

Home = ETa > eTA Tools

Welcome, Hwa Saup Lee Home > IMQ > eTA Message Plus

Welcome, jankovic@un.org [

€TA Dashboard - NEW!
€TA Latest Notifications . eTA new release
eTA Bulk SMS - Pilot Project

Accounting for Staff - HowTo video The latest version of the €TA is 1.9.0 as of 30 May 2022. Devices running older versions may not work as expected.

ETA Message Tool

cation Type

Please advise all users of the €TA app to download the latest version as soon as possible.

Quick Notification
Users can verify which version is running on their mobile device in the My profile page Send a message through the eTA App to all UN personnel in a Security Risk Management Area. The importance
» eTA Documents fi7 9 y profile pag e o g o
e

) et aide Memoire i i Quick Notification with SMS

B etaryeren Welcome to the electronic Travel Advisory (¢TA) @"’ % end @ message through eTA and an SMS to all N persarnl n a Security Risk Management Area The

éJeTA Elyer FR Electronic Travel Advisory (eTA) is the new mobile APP that will enable all UN personnel to receive security communications and to access emergency contact information, travel advisories, LSEEESS”,ES‘S‘grﬁd'&E?E?Eep&%Tg”i;SEZWfél2Q (‘;faa‘”!Srgmc\ly:;ISMSNSEWTQLSQ}T&?:‘Eniszldg v?:nﬂrss 25?3?;33&
security clearance status, locations and directions to UN premises and more. It is also a set of GIS and UNSMIN tools that enable UNSMS security personnel to send messages that are

A ema cugelines 113 tailored to personnel in specific areas, and to locate personnel in cases of emergency. (W] Periodic Phone tree exercise

éJeTA QR Code Apple Store Currently only authorized UNDSS personnel have access to the eTA Security Management Tools bellow. é\e Send an eTA message to all UN Personnel a Security Risk Management Area to confirm that they and their

dependents are reachable in case of an emergency. This exercise 15 normally parformed quarterly by all AFP in
&) ¢Ta o Code Google Play Store {ho DA

Security Communications System Check
_ Send a daily Comms Check message through eTAto all UN personnel in a Security Risk management Area to
TA - SECURITY MANAGEMENT TOOLS confirm they are reachable. This process is normally only performed in high risk areas and can be perfarmed
e e e ey
olicy Manua

» eTA tools - SRM Area Setup

GeoLocation

. ; - Accounting for Staff Mechanism
» eTA tools - Assign Rights ‘# Send an eTA e 2ll UN Personnel in a Security Risk Management Area requesting their and their
dependents status (Safe / Not Safe) during an emergency.

Assign Quick Notification Rights
Assign Headcount Notification Rights

New E Repdyts
'"m"'ﬂ:: il

PHONE TREE

» Agency Notifications

Agency Notifications (new)

mation below for the not

» eTA Diagnostics Enter the required in

eTA Diagnostic tools Titie (max. 150 characters) *

In the instance of an emergency, would you and

r_1 7 ' ,-. ::w"'""”" - : 0?»'8 ‘0~ ,\5‘/\/\ . your dependents at the duty station :m:mhh?

Security Waming
Information Only

valia

Dec6, 2017 12:39PM

(1[ 2 o) oTA Test - Please ignore - PT
PR — A - Batet)
RS quitem A oS ey

valid To *

+ @ o O‘ In the instance of an emergency, would you and
Description (max. 800 characters) + 0 omrunowe © % your dependents at the duty station be reachable?
b B oo Ol “ -,
% 3 O v O
+ ) lniemci et o
. > ©
If o, you will be contacted by security
y (max. 600 characters) &
W)
- 3 “a A Emergency numbers at your location:
w 5 5
A new notification will be sen b Security Control Centre
(*Please enter all required infor &7 g A
R e ,@ Make sure your phone's location is enabled! @
OK  Cancel "o AND
< World To..* ¥ LOGY

sey, €50, HERE, Garmin,




eTA Command Center &8

i B
——

e L T

Create and send'security notification with geofencing:
* Operational zone
* Head Count zone

Visualize UN Personnel and Assets movement:
* UN personnel
* UN Assets live locations

Provide situational awareness:
*  Breaking news live feed

* Armed conflict incident feed

*  UN security incident report feed

Provide UN security management related info:
* Security Risk/Threat

* Mitigation measure

* UN Premises/Office locations

"3\ United (@:{ UNITED NATIONS
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eTA Operational Dashboard

- Users / Security notifications live view
- Security incident / Breaking news data feed

Total # of eTA Users

Pie chart by travel status

Global eTA L
AFRITAC

APCICT

Global # of eTA Users by wer

UN Entity e

BINUCA

BNUB
o

ceB

All eTA Users per UN Entity (within the current map extent)

# of eTA Users by UN
Entity (within the map
extent)

Major News Trends

Warning / Quick notification.

AVISO DE SEGURIDAD: CIERRE- MANIFESTACIONES EN
LA CIUDAD DE BOGOTA PARA HOY NOVIEMBRE 23 DE
2022

Main Armed Conflict
Event Types

United
Nations

days)

Double shooting reported in east Baton
Rouge. La., Wedneedsy avening: o
confirmation of infuries 88 police invostigetion
wdneway

Six poopla killed in throe vehicla crash
Wadnasclay svaring in Fidorst, Kanys, pofica

Wast Boona Avene in Spokane, Wash_
mccording 1 locul reortes, with SWAT on

Ratired army coloned shot dasd by koas
gumman in Thingangyn Towrabip in Yangon,
Myanmar, local media reports, citing police.

eTATools

+ Goto aTAReports

* Factal News Alert (within the map extent - last

ACLED (within the map extent - last 2 wesks)
7 days)

Injuries reported following viclence during anti-police.
brutality protest slong Ketu-Ojota expressway in Nigeria's

rotests / Low impact

jon. Nigeria: Logos. Nigeria: Nigeria

Philippines confirms 1,640 new cases of coronavius,

bringing total to 560,775; death toll rices to 6,690 uﬁl'/f-:':i-fm/mmﬂumﬂﬂ—’/
edditional fatalitios racarded

Unidortifiad Armed Group (Demacretic
Kyrgyzstan confinms 354 new cases of coronaviruz, bringing fic of Conga)
total to 52.910; two mors peopls have disd, raising death -

Bantry town in Irsland's County Cork iz currently impaszable
due to tidal floading, councl zays

=
= rowp: Idamic Stave (West Africs) sndfor | Sobu
Haram - Jamatu Ahli is-Sunnah lid-Dewatajwil

reland: Cork, Co. Cork, Ineland; Bantry, Co. Cork, Ireland Sibad =

Parz of couthweztarn France placed on omngs weathsr

fons/Remote wiolence - Taranguit, Mal

Roport: Ahip ix being held off the coast of Mooloolabe,
Quoenstand while it crow ara tasted for coronavins sfter Protests : MChedsllah, Algeria
concerns over link to positive cace in New Zealsnd TR enah

Major News Alerts
from Factal

Armed Conflict
Event Data

Armed Conflict
Event Data

D NATION:
E OF INFORMATION AND

IUNICATIONS TECHNOLOGY




eTA GIS use case : During the Ukraine Crisis

eTA
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How eTA supports - UN Personnel Evacuation during Ukraine Crisis

_ ® A
1 ILO national staff relocating Chornobyl T
from Hotel to a rented house
(vano-Frankivsk Oblast) Kyiv
Zhytomyr )
Lviv @®
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UN personnel by Duty Station before 24 Feb. 2022

Russian forces’ positions in Ukraine as of 09:00 h 1 March
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How eTA supports - UN Personnel Evacuation during Ukraine Crisis

®
MOVECON ConOps

* Evacuate UN personnel and dependents from hostile territories to Safe
heaven or safer areas of the country
* Main evacuation conducted from 15t March to 5" March

ChaHenges
Personnel vehicles with no vehicle tracking systems

*  More than 100+ vehicles in the convoy daily

* Convoy head and tails stretched over miles

*  Multiple movements with different departure/arrival locations & time
over several days

* Not enough VHF radio units with GPS capacity (only for convoy leaders)

* Only available communication was WhatsApp, cell phone or SMS message

* Hard to get a clear picture of the current convoy movement

*fj\“’: United
Nations
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nosfera
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Google

Sales "Golden’
1:02PM

Convoy on the move 4,0

s

Any update on the size of the convoy
that actually departed?

1:06 PM

EE———

What was listed in the CONOPS pls
many local staff in their vehicles.
1:07 PM

e
@TK yes thank you Tareq we saw
that we are referring to any add-on's
that were not on the list

|

1:09 PM

¥

SEESS il

MOVCON 02 MAR

.

the group

any information About UNICE and
OCHA convoys-at overnight locations
and suppose to continue this

morning? 116 PM

We are in contact. They are about to
depart. Those are separate convoys.
117PM

R /()1
Got you, thanks ;.5\

e =] =]
OCHA left Vinnitsia at 0753hrs local
time 118 PM
TSI e
s o

This number does not seem to have
WhatsApp however an invite to join

was sent as you requested 120 PM

2nd March MOVCON WhatApp communication
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1:25PM

Yes. They are also being tracked by Karell

OCHA
https://goo.gl/maps/dpDc9fVYVzkt2
ufVA 129 PM

I Yes. They are also being tracked by Karell

UNICEF
https://maps.google.com/maps?q=
AQ 226NAANYARATNTA%LICIR
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How eTA supports - UN Personnel Evacuation during Ukraine Crisis
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eTA Convoy Tt?acking Support:

* Installed and configured eTA mobile app on the site — no special equipment/technician required
* Visualized the convoy movement (100+ vehicles) near real time on the eTA command center
* Provided live view of convoy status to UNOCC, UNDSS CommCen and the convoy mission commander
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How eTA supports - UN Personnel Evacuation during Ukraine Crisis
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How eTA supports — Humanitarian mission support
60+ UN vehicles live tracking in U

raine

1700+ UN vehicles/vessels/UNHAS flights Globally
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eTA - electronic Travel Advisory

v
eTA works everywhere
eTA works for all UN Agencies
eTA enables UN Operates in high-risk
areas
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