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The presentation will include the following four parts:
First of all, situations of current GNSS is introduced. From the fact, the significance of vulnerability is stated. Definition and content of the study is provided.
After that, the understanding of the vulnerability issue of Shanghai Jiao Tong Univ. and our research roadmap is presented. Finally comes the conclusion.



PNT: critical infrastructure

PNT has become a critical infrastructure; 
virtually the indispensable one the others 
(power, telecommunication, etc.)  rely on.
Space-based PNT (GNSS) is the primary PNT 
source; no alternatives available to provide 
competing performance.
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GNSS Threats and Consequences

Space
– S.V. failure
Environment
– Solar activity
– Ionosphere scintillation and 

disturbance
Spectrum
– Unintentional RF Interference
– Intentional Jamming
– Spoofing
Local
– Restricted Line-of-sight
– Multipath
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But GNSS is vulnerable to a variable of threats. These threats fall into four categories:




GNSS Threats and Consequences

Space
– S.V. failure
Environment
– Solar activity
– Ionosphere scintillation and 

disturbance
Spectrum
– Unintentional RF Interference
– Intentional Jamming
– Spoofing
Local
– Restricted Line-of-sight
– Multipath

Degradation of accuracy
Required performance not 
met
PNT service unavailable
Hazardous misleading 
information (HMI)
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These threats lead to different levels of consequences.
From the least to the worst, there are: 



Current situation

Current GNSS performance standards
– Accuracy
– Integrity
– Continuity
– Availability

Performance is evaluated merely by PNT 
solution.
Intricate information is simplified and  partly 
discarded.
Interferences and disturbances are not counted.
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Current GNSS performance are evaluated by the following standards.
But all the standards reflect the projected performance, that we only focus on the single-dimensional PNT solution.
Is it usable? accurate? Or Authentic?
Meanwhile, most information are discarded. The cubic contents are flattened.

These four standards don’t provide adequate evaluation upon interference or any other disturbances. The consequences is not adequately considered in the current framework.



Current situation

GNSS provider side
– System health: 

inadequate attention
– Threats and risks: not 

well covered
– Performance:  not 

guaranteed (especially 
for civil/public service)

User side
– Increasing concerns
– No effective and 

generalized 
countermeasures

– GNSS dependency is 
discouraged

– Non-GNSS backups 
chosen (which is of low 
performance yet high 
cost)
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The current situation is that:
On the GNSS operator side:
On the user side:
(next page)
Requirements of these two parties don’t meet.



Current 
Position

Accuracy

Reliability/robustness/etc.

Planned 
Future

User 
Expectation

？

User Expectations not met
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Vulnerability Study and  Improvements
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If we plot the figure describing accuracy and reliability of PNT service, we have current position here.
We have a planned future with a significant improvement of accuracy.
Nevertheless, user expects much higher reliability and robustness.

It is the provider’s responsibility and duty to meet user demands. How can we achieve?


The tool we found is vulnerability study and improvements



Vulnerability: definition

The degree that GNSS users maintain minimum performance 
requirement and improve service quality under adverse 
circumstances.
Origins: unexpected or excessive interferences and anomalies
Native property of GNSS (virtually of any other complex systems)
Another performance criterion (orthogonal with current ones)
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Vulnerability

Multi-dimensional insight
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That’s why we introduce the term ‘vulnerability’, and perform relevant researches.


Through vulnerability analysis and monitoring, users have a multi-dimensional insight into the process.




Vulnerability Study

The research and improvements on the 
vulnerability issue
Objectives
– Research GNSS vulnerability theories
– Determine application vulnerability tolerance
– Introduce more robust , reliable and accurate GNSS
– Enable authentic (trusted) PNT service.

• SBAS is included as part of space-based PNT.

– Provide performance-guaranteed  service to general 
civil applications.
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Actions and goals

Party Actions Gains Target

User

Interference 
study

Detection and alleviation 
techniques

Achieving more 
trustworthy and 
robust PNT solution 
out of GNSS.

Vulnerability 
monitoring

Monitoring and information 
distribution service

Provider
Re-evaluate System vulnerability 

assessment Providing more 
reliable GNSS 
service.Improve Vulnerability improvement 

measures
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In detail, vulnerability study calls multiple actions and aspects.

For the provider, it is necessary to re-evaluate the situation, and improve the problem, in order to provide more reliable GNSS service.
For the user, interference study and vulnerability monitoring are required to achieve more trustworthy and robust PNT solution.

These actions are discussed in detail.



Connotations 1: System Study

Content
– Possible disturbing source 

and influencing mechanism
Outputs
– Assessment result
– Immunity to vulnerability

• New band, code, modulation, 
etc.

• Multi-constellation, Multi-band 
operation

• Fail-safe backups
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Research includes three items.
The first one is vulnerability study and improvement for GNSS, which covers system and environment vulnerability factors. 

Through the research on possible disturbing sources and influencing mechanism, the following gains are expects:
The vulnerability assessment result of the system and immunity approaches. Also applicatio-specific vulnerability tolerance is also interested.



Connotations 2: User awareness

Application-specific 
vulnerability tolerance
IDM on receiver side
– Combination of all 

possible approaches
– A composite of existing 

and new methods.
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Second is interference detection and mitigation techniques, which covers user vulnerability problem.

By this research,  a combination of useful approaches are expected, including both existing and new methods, such as: MIMO, ground-based augmentation, integration with mobile-network, etc.



Connotations 3: Monitoring 
Station and Service

Responsibilities
– Monitor: Disturbing factors
– Evaluate: Vulnerability 

status
– Broadcast and warning 

service
Ultimate vulnerability 
improvement approach
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The last one is vulnerability monitoring and warning service.
It has three responsibilities.
It performs with current GNSS framework and infrastructure, while extra facilities are required.
It functions as the ultimate and effective vulnerability improvement approach.



Monitoring Station: Principles

Functions
– Evaluate SIS
– Detect anomalies
– Diagnosis and identify disturbances
– Reconstruct and locate sources
– Generate corrections/solutions
– Broadcast and warn users of situation

Characteristics
– Including both electrical instruments and GNSS receivers
– Locally coverage
– Grid located to form seamless coverage with variable radius and 

flexible density depending on requirement
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Ensure quality of PNT service
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The vulnerability station has following functions:




Monitoring Station: Architecture
(Preliminary)
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Unidirectional Choke-Ring 
GNSS antenna

Directional Dish 
antenna

Spectrum/Signal 
Analyzer

GNSS SDR

Monitoring 
Algorithm

+

Dish antenna: high gain, narrow beam
To search for and track interferences and anomalies

SA: analyze
unexpected signals

Generate and distribute monitoring results

Power combiner and multiplexer
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This is a preliminary architecture of a vulnerability monitoring station.
Dish antenna is used which has high gain, narrow beam to search and track for interferences and anomalies.
Received signal will be fed to spectrum/Signal analyzer, to analyze unexpected signals. 
Spectrum Analyzer is introduced to analyze unexpected signals.
As well, GNSS soft-defined receiver is used, not only to solve PNT results, but also analyze the signals.
All the monitoring results and suggestions are generated and distributed to a certain extent.




Monitoring Station: Comparison
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Ground Monitoring 
Station

Continuous 
Operating 
Reference Station 
(CORS)

Vulnerability 
Monitoring 
Station

Application S.V. monitoring and 
control

Reference/differential
data

Interference 
identification and 
tracking

Purpose Maintenance Precision Quality
Mode of 
function N/A Passive Active

Owner Provider User Third-party

Role Infrastructure
(Ground Segment) Augmentation Facility Local component
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A vulnerability monitoring station has similarities with CORS and ground monitoring station, as they all receive and process the signals. Nevertheless they are distinct in many aspects, as listed in the table.

The ground monitoring station is used to monitor and control the Space vehicle, for maintenance purpose. It’s owned by the system provider, and acting as the infrastructure.

CORS station is used to generate reference and differential data, to achieve high precision positioning. It’s passively operated, as it has little immunity to interference, and can only suffer it. It’s user owned, as one of the augmentation facilities.

Vulnerability monitoring station is very different with the two. It can actively identify interference type and track the source. It is quality oriented. It’s third-party owned and operated ad the local component.

These three types of stations have non-overlapping functions and are mutually irreplaceable.



Research Roadmap (SJTU)

1. Lab Vulnerability Playback and Simulation 
Research Facility (by 2012) 

2. Demonstration station (by 2013)
– Research oriented

3. Provincial deployment and validation
– several stations to cover Shanghai and adjacent 

provinces.

18

演示者
演示文稿备注
Our research group from SJTU have noticed the global trend and increasing interest on vulnerability in recent years.
We have started the research some time ago.
The research roadmap have three steps




Lab Facility (ongoing)

Functions
– Playback and simulate GNSS threatened scenarios
– Evaluate receiver(h/w and s/w) performance
Purpose
– Research the impaired performance and solutions
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Design of the lab facility has started.




Lab Facility
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Real Signal Acquisition

Signal Simulation         

Space 
vulnerabili
ty module

大气环境模型
计算工作站

Multi-path 
simulater

Assessment

B1 Spoofer Compass(B1
/B3)+ 

GPS(L1/L2)
Simulator

Lab Vulnerability Playback and 
Simulation Research Facility

Signal Analyzer

Oscillator

COMPASS/GPS/ 
Galileo Receiver

AntennaDish Antenna

Multipl
exer

Real signal acquisition

Simulated signal

E6 band jammer

L1 band jammer

L5 band jammer

L2 band jammer

Platform

Ionosphere

Jamming Detector

Spoof Detector

Multi-path Detector

Quality of SIS 
monitoring

GNSS 
Soft-

defined 
Radio

Jamming 
Simulation

Worksta
tion

Simulator 
Extension

Compass B2 + 
Galileo(E1/E5)B3 Spoofer

B2 Spoofer

Playback

Interference research   
platform         

Vulnerability evaluation
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The lab facility can be divided into four parts:
The first one is used for real signal acquisition. Real over-the-air signals are received, recorded and played back.

The next one is signal simulation. It is based on signal simulators featuring multi-constellation, multi-band operation. Jamming and spoofing generators are also included, as well as multi-path simulator.

The third one is interference research platform, used for interference detection and mitigation research purposes.






International Cooperation

International focus and study welcomed
Mutually agreed understandings
Joint-built monitoring stations featuring multi-
constellation capability favored
Work for common benefits
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We advocate international cooperation on this issue.
International focus and cooperated study are required to reach high performance needs.
We expect to reach mutually agreed understandings

It will be a work for common benefits.






Conclusions

A new measure of service performance
A new approach for performance enhancement
For users’ benefits
Valuable vulnerability alleviating methods 
expected from relevant research 
International cooperated research welcomed
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Vulnerability is proposed as a new measure of service performance, initiated by the need for reliable PNT service.


V~ acts as anew …, as well as a new approach

A responsible provider shall improve system vulnerability for user’s benefits



谢 谢！
Thanks for your attention!
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