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I. Background

— GNSS has been widely used in many fields;
thus, the security of GNSS has been widely
noticed;

— Interference is one of the key factors effect
GNSS security mostly.



)

ion

llat

t

IC SCIN

her

Natural disturbance

jonosp

(

GNSS interference
Unintentional interference

)

1011

Radio interference
[

llat

i

v Unintentional interference
t

Natural Disturbance (mainly ionospheric

v' Intentional interference

Intentional interference

=
<P}
]
N
>
N
)
o p{
a=)
«
i
g
i
Q
(P
c
<)
3
=
Q
)
c
e

scin

)
O
o
)
!
Y
1
)
e
o
o punl
N
7] =
g =
O] ©
f.m
O BT
nc
sl &
olr
- O
=
1 &
.rH._I.
%.m
< -
= ==
O =
o

—{




Ref -3% dBm

Attt 0 dB

* RBW 1 kH=

*WBW 1 kH=
SWT 500 m=

Marker 1 [T1 ]

-71.54 dBm

1.565508400 GH=

-4a0

50

&0

|70

—-&20

|—20

—-1l00

gl 1l

h

|

M

. i
A K

F-1z0

Date:

Center 1.565515 GH=z
16.JUN.

2005

08:51:26

S50 kH=/

Span 500 kH=

3DE
aC



— GNSS interference may also caused by natural
disturbance. Among which ionospheric
scintillation effects is most important.

— Ionospheric scintillation varies with many factors
such as time, season and geomagnetic position,
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— Ionospheric scintillation will cause dramatic
decrease of GNSS positioning accuracy, and even
loss of lock.
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2) Comprehensive monitoring

It is important to conduct comprehensive monitoring
of RF interference and ionospheric scintillation(
especially in the low and high latitude region).

It can provide detailed information of GNSS signal
anomaly for mitigation of interference in time.

Host for integrated interference Terminal for operation and




I1. Suggested reporting form

— The suggestion on GNSS interference reporting
form from U.S., China, Russia and ITU has been
introduced.

v'GPS problem reporting of USCG NAVCEN (U.S.)
v'Report of Harmful Interference (ITU AP10);

v Interference reporting form in Russian (Russia)
v'Suggested GNSS interference reporting form (China) ;
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GPS problem reporting of USCG NAVCEN (U.S)

GPS PROBLEM REPORTING
*Denotes a required field 103 What was the elevation of the GFS antenma?

# .
1) mNm 0- 10wty eters, 10- 2 Sxreet eve =2 S eters

117 What GF5 frequency are you using?(Press Ctrl while selecting to select multiple satellites)

£ 3 .
2) *Ernail Address: TJC15T 5 42ME VL 2122 7 SME VL SC1176 4 S HzVDan 't know

12 g many satellites were being tracked at the tivae of the outage?

%) *Telephone nurdber:[ie { 703131 3-5900] Y

13 Which satellites were being tracked at the tirme of the outage?(press Ctil while selecting to

$iPreferred method and tire to be contacted iff additional information is necessary: select multiple satellites)
Ednail! Telephuome Dlomudrys Sdte mooru B g Syt
5) *What was the start tire and date of the GPS outage? 143What was the GPS recetver being used for at the time of ocowrence?
Drate: Tirne: Lone:
&) *1s the GPS outage ongping? Lammarnaryn Please provade any additional inforreation, unusual screen display mdicating a
) probler andior operator imtervention that mey heve helped)?
oo Mo /Bt ittt

71 *Where did the outage ocow ! LATLONG Nearest City or landrnark)

Lat: Long:
) Enter Displayed Code
CitwiLandraarks:
Feload Trmage)
E13PS user equiprient make and rodel(recerver manufactarer and mode] anternna typeete. )7
send problem Report

NP metallation typelaviation, marine, swveying, agricalbuare, transportation, tirng)?

® ot Ihic atinhe cpiotuder, B forcem £ 4T
ottt coruobrile/ Sariat dorw i atinme First Fecpotderhlarines LawEf uritFles s archf
Ingf Titning Trmeportating

Other:




Report of HI (AP10 to RR)

el International
| Telecommunication
Union

No. 15.27 § 19 Full particulars relating to harmful interference shall, whenever possible, be given in the
form indicated in Appendix 10.

APPENDIX 10 (Rev.WRC-0T)
Report of harmful interference

(See Anticle 15, Section V)

Parficulars concerning e staion cawing the inferfererce:
@ Name, call sign or alher means of idenification
b Frequency measured
Dt
Time (UTC):
< Class of emission |
o Bendwiddh (indicste whe ther mesared or estimatad)
e Measurod el serength or power flux-densiny®
Dhate:
Time (UTCx
Olme rved polarization

Clsss of Ragon snd nature of serviee

* m =

Locsion/positionsreabearing (QTET)  wecan

i Location of the facdity which maie $he shove measurements
Particubers c om erming the trarsmintreg stagon interk red wh:

¥ Name, call sign of ather means of identification

k Frequency msignad

T The clom of emission sbnl conmin e basic chaactiorintics ieed i Appandin 1. ¥ any durxesisse cannot bhe
echcare the wmimown symbal wi 3 dash Howeves, if £ mson s not ahie 10 idens fy mbpuoe oy
frequency modalane

dermmmed,
whether the modalition & fragatacy or phase modulison, & dicae

o)

? When mmemrenen o ax not availsble, signal swagihs soanting 1 fie (S A sale shoukd he providat.

' Ser the mos moent vermaon of Recommondasion ITU-R MUITE  pemcan)

- 247

!

Froquency mesawred e s
D = e

Time(UTC):

CQas ol emigson* s
Bandwidth (indicate whether messurod or estimaed, or indicale

the neosasry bandwidth notified to the Radiocommunication

Boresu) e
Locationpositonfanes

Location of s fEality which made the sbow messurcmens

Partculars fienivhed by the receiving sttion experiencing the inte rference:

Name of siation

§ Mameofmation 0000
r Locstionfpositionans
= Dates snd times. (UTO) of occamence of harmiul interference e B S
' Bearings (QTE') or otherpanticulars (wWitah =0 e ——
u Nature of mterference
v Ficld strergth or power flux-density of 1he waniked emimion
af the moeiving falion experencing the interference® R L
Drate: e
Time (LT SR S S —
- Polarization of the receiving antenna or chserved polsnizabon .o
x Action requested o
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Suggestion

Considering the future interference information
sharing , international GNSS jointly monitoring
and actions for interference mitigation, the form
should includes as much optional information as
possible:

— Refer to the frame of “ITU Report of HIAP10 to RR)”,
a general reporting form special for GNSS
interference report is suggested here, which
includes four parts:

1. Information of GNSS user (required);

2. Information of GNSS anomaly (required);

3. Information of interference source (optional);
4. Analysis of interfering and actions (optional).



+ GNSS INTERFERENCE REFPORTING FORM No:

Name * Email*
Mationality Address
Information Fixed Preferred method for necessary contact | OEmail Otelephone
L Mobile Preferred time for necessary contact Sevenine “no restriction
Equipment name Equipment installation tpe
Equipment model GNSS frequency using
Antenna elevation of receiver Fﬂlarmahgln of “Ej TeceIving o ﬂlllﬂm or

Marme of source Oroamzation
Frequency measured (frequency/date L
Information /time of measurement) Class of emission
] of Eandwidth (measured or estmated) Observed polarizabon
interference Measured fleld strength or power Class of mterfering source and nature of
> s densits Yocation of the faciity wHich maie fe
: o : cafion o acilitv w made
Location, position/ area/ bearing e
Record of the interference sources Connection graph of used equipment for interferer detection, parameters setting,
Analysis of detection detection procedure etr.
interfering A ; Interfering characteristics, how is the interfering formed, Spectnmn measurement plot
and actions Analysis of interfering of interfering signal etc.
Action requested *
Remark

Femark: * Denotes arequired fisld



GNSS INTERFERENCE REPORTING FORM

Mame *
e T 1. Information
of GNSS
“Emm,m of GNSS user

Equipment model

(Required)

Antenna elevation of receiver

Mame of source

2. Information

of GNSS anomaly
(Required)

3. Information of

Frequency measured (frequency/date

LLLIIE QLTI g s LU LTI L]

o forig
interfering
and actions

detection

quum%atiun i >
0 : °
interference [ 1 BRI interference source
source thix-density - 4 -
Location, position, area/ bearing \ On tlonal
Record of the interference sources ! ars setting,

4. Analysis of interfering
and actions (Optional)

Action requested *

ernent plot

Eemark

emark: * Denotes 2 required field
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GNSS INTERFERENCE REPORTING FORM

_Ino restricion

evEning

Cmoming_afte maoon
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Eﬂ*

Address
Preferred method for necessary contact | OEmail Otelephone

Preferred time for necessary contact

tipe
Using

10711

quipmment mstallat
GINSS frequency
FPolarization of the recelvin

E

g antenta or

observed polarization

Maobile

f narme
t rmodel

Mame *
Nationality

Telephone manber*
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Antenna elevation of receiver

Information
of G55

°
b

d
Other information are optional.

The * items (include: Name,Email,Phone etc ) are
require
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2 Information of GNSS anomaly (Required)

Considering the classification of GNSS interference and
the important effects of ionospheric scintillation (space
weather) especially in low and high latitude region,
Ionospheric scintillation information should be included




Marme of source

Organization

Frequency measured (frequency/date
Information /time of measurement)

Class of emission

of Bandwidth (measured or estimated)

Dbserved polarizabon

interference Measured field strength or power
source fhix-density

Class of interfering source and nature of
service

Location, position, area/ bearing

Locanon of the tacihity which made the
above measurements

Information of interference source should be

optional.
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For the users who are not able to obtain the




Record of the interference sources Connection gra 'h of used equipment for interferer deteé:tinn, parameters setting,
Analysis of detection detection procedure etc.
i i e : Interfering characteristics, how is the interfering fonmed, Spectnam measurement plot
and actions Analysis of interfering of interfering sisnal etc.

Action requested *

Information of Analysis of interfering and
actionsshould be optional.

For the users who are not able to obtain the
information, it is not required to fill this part.
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Considering the future interference information
sharing , international GNSS jointly monitoring
and actions for interference mitigation, the form
should includes as much optional information as
possible:

— Refer to the frame of “ITU Report of HI (AP10 to
RR )”, a general reporting form special for GNSS
interference report is suggested here, which
includes four parts:

1. Information of GNSS user (required);

2. Information of GNSS anomaly (required);

3. Information of interference source (optional);
4. Analysis of interfering and actions (optional).
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Considering the classification of GNSS
interference and the important effects of
ionospheric scintillation (space weather)
especially in low and high latitude region.

It is suggested that ionospheric
scintillation information should be included

as optional items in the information of
GNSS anomaly .
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