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Almost Everything Depends
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Almost Everything Starts
to Fail Without GNSS!




“...a single point of

failure...”

Dr. Brad
Parkinson, “Father
of GPS”




GPS Significantly Impacted
by Powerful Solar Radio

Burst O
pase 4 April 2007

GOES-13  SXI

5 Dec 2006

2006/12/0510:44:15 UTC PTHK 1.500s

“The burst ... swamped GPS receivers over the
entire sunlit side of the Earth.”



Solar Flare 13 Sept 2014
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Data Point Count in Relation to Time  (Courtesy of Trinity House AIS Network)
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Dublin Approach by Time — Ulysses (Courtesy of Trinity House)






1 January 2004 - About 5
Hours

X = 16 km errors reported

""A significant GPS anomaly occurred on
1 Jan 04... resulted in the transmission of
Hazardously Misleading Information.'

US Air Force




1 April 2014 - 11 Hours...

a GPS World N InsideGNSS )
Engineering Solutions from the Global Navigation Satellite System Community

GLONASS Gone | GLONASS Suffers
...Then Back Temporary

N \/ taaetr:;;ide .







Local Disruptions per Day —
Tens of thousands




1ea 03 ppy PR

INO¥DBYD IE PAIEINDIED

SEREIREN
jonpodd 9 ) Sl asy

SESOTTNG

{(£8°87 4G9 aaes NOL)
£+ TOTF ddD

SEHdas

:Anuend
:buiddiys

:bunney

MHS

20 Inoy

~dyy

Jawwer (67/#1/€71/271/171 SdD) SdD 3|qeliod 1amod YsiH

“swwel (g1/+1/£1/21/118d9) Sd9 @|qeniod samod

ybiy a3 03 semo siy3 Jo v "nod Jo) aoeds ajeaud e Aed luoigeoo| Juslno anod
Buyoesy wody sjieubis yqiyoad ues sy "ss|gnoJy Jnod aajos A|E303 UED YDiym Jawwel
5d9 snosbiob e s1 soiasp uielleD sy geunuuD B X1 payoesy buieq jo 3Dis noA auy

uonduinsag 1npold

EE) 2275 (qbuiddusaan ST

as) |eba 10} AuQ 4




1ea 03 ppy PR

INO¥DBYD IE PAIEINDIED

SEREIREN
jonpodd 9 ) Sl asy

SESOTTNG

{(£8°87 4G9 aaes NOL)
£+ TOTF ddD

SEHdas

:Anuend
:buiddiys

:bunney

MHS

20 Inoy

~dyy

1ougdier (§1/47/€1/21/11 Sd9) SdD 21qeliod Jamog YsiH

“swwel (g1/+1/£1/21/118d9) Sd9 @|qeniod samod

ybiy a3 03 semo siy3 Jo v "nod Jo) aoeds ajeaud e Aed luoigeoo| Juslno anod
Buyoesy wody sjieubis yqiyoad ues sy "ss|gnoJy Jnod aajos A|E303 UED YDiym Jawwel
5d9 snosbiob e s1 soiasp uielleD sy geunuuD B X1 payoesy buieq jo 3Dis noA auy

uonduinsag 1npold

EE) 2275 (qbuiddusaan ST

as) |eba 10} AuQ 4




Equal Treatment for All

e JV/x Om
ON 16/22 9

47°

23°

45°

45° | 28°
104° | 28°
16/ ~ | 206° | 26°
14| | 272° | 49°
32|y [ 71" 13"
20/ v | 39° |62°
18/ v | 282° | 51°

LK< < e

18}«{ 262° | 3°
20/ v | 115°| 9°
18|~ | 36" | 18°
24|~ | 64° | 30°

WGS84

51.379020°N 000.082058°E 51.378941°N 000.081892°E

=
=
=
=
=
=
e
=
=
=
%
-
-
-
-
-~
S




Local Disruption
Simulatio
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; Model: 100W jammer. Commercial-grade receivers.
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Local Disruption —
Maritime Trials
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Courtesy Prof David Last
& Trinity House
2 Watt Jammer on cliff
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Defcon Convention Aug 2015
$300 Spoofer



Systems + Policy
1|

Protect

Toughen

Augment



Protect GNSS

eRecognize PNT as critical infrastructure
eDesignate and empower a lead federal official

eProtect the adjacent bands to GNSS as “quiet”
neighborhoods

eMake ownership of jammers a misdemeanor
eMake use of jammers a felony

eMake anti-jamming and anti-spoofing laws enforceable at all
levels of government

eEstablish a national system to detect & rapidly locate jamming

eEnsure sufficient enforcement personnel to detect, prevent,
respond to and prosecute jamming



Toughen Receivers & Us¢
]

e Develop standards for jam-resistant receivers to include
ARAIM and RAIM

e Establish as an industry best practice having more than one
source of precise Position, Navigation and Timing (PNT) for
critical infrastructure

e For critical infrastructure that uses space-based PNT,
establish as an industry best practice being able to continue
normal operations in the event of an extended GNSS
service disruption.




Augment GPS/GNSS Ser

e Provide a wide-area, difficult to disrupt, diverse non-
space PNT service (GPS-Earth/eLoran)

e Develop standards for seamless use of this service
with space-based PNT

e Encourage development of numerous,
complementary terrestrial PNT services to increase
resilience (integrated radar, local positioning systems,
inertial, etc.)




Loran Systems Today
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. elLoran in United
-~ Kingdom

- 7 major east coast ports
' — - 10C on 31 October 2014
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European Loran-C - Today
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Euro-Loran—> Galileo-Earth?
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US Government Concerned
2 ]

“We have known about the problem since

2001.” ()
Dept. of Transportation Deputy Secretary 2013 %d

N “
&

“Interested in eLoran as part of APNT.”
Dept. of Defense CIO 2013

“GPS is a single point of failure for critical

infrastructure.”
Dept. of Homeland Security Asst Sec. 2015




US Government Concerned

‘When space
assets are not
available — what's
the plan?’

Public Law 113-66
National Defense Authorization Act for 2014



50,000 eLoran
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Buyers: Login | Begister  Vendors: Login | Register Accessibility
59--Enhanced LORAN (eLORAN) RECEIVERS FOR ARMY PLATFORMS

Solicitation Number: W56KGY-15-R-ELOR
Agency: Department of the Army
Office: Army Contracting Command

.
Fed B I ZO ppS " G Location: ACC-APG - Aberdeen Division C
OV Motice Details Packages Interested Vendors List Print Link

GENERAL INFORMATION

General Info

1 4 J an 20 1 5 Original Synopsis Retur To Opportunities List || Watch This Opportunity Notice Type:
Jan 14, 2015
Add Me To Interested Vendors I Sources Sought
2:34 pm
Posted Date:

Solicitation Number; January 14, 2015

W56KGY-15-R-ELOR

Notice Type:
Sources Sought Response Date:
February 13, 2015
Synopsis:

Added: Jan 14, 2015 2:34 pm

REQUEST FOR INFORMATION (RFI) FOR:

Archiving Policy:
Automatic, on specified date
Archive Date:

Enhanced LORAN (eLORAN) RECEIVERS FOR ARMY PLATFORMS March 15, 2015

Original Set Aside:

THIS IS A REQUEST FOR INFORMATION (RF) ONLY. THIS REQUEST IS NiA
FOR PLANNING PURPOSES, AND SHALL NOT BE CONSTRUED AS A P
SOLICITATION ANNOUNCEMENT, INVITATION FOR BIDS, REQUEST FOR NiA

PROPOSALS, QUOTES OR AN INDICATION THAT THE GOVERNMENT
WILL CONTRACT FOR THE ITEMS CONTAINED IN THIS NOTICE. AFTER
REVIEWING THE DESCRIPTIONS CURRENTLY POSTED TO FEDBIZOPS,
INTERESTED CAPABLE YENDORS ARE INVITED TO PROVIDE
RESPONSES. THE GOVERNMENT WILL NOT REIMBURSE
RFESPMNNFNTS FNR ANY MNST ASSNCIATEN WITH THE S1HRMISSSINN

Classification Code:

59 -- Electrical and electronic
equipment components

NAICS Code:

334 - Computer and Electronic

RNT Fnd | Jan 2015



US Dept. of Transportation —

Request for Comment
1|

Response -‘We need eLoran’

Including:

*The GPS Innovation Alliance

*Radio Technical Commission Maritime
GMDSS Task Force

*Aircraft Owners and Pilots Assn.
«Atlantic Lobstermen’s Association
*General Light House Authority

May 2015 — 94% Australian Maritime Safety Authority

March 2007 - 93%



Public-Private-Partnership
Proposal Pending

Phase | — Timing Continental US, 4
Sites



Public-Private-Partnership
Proposal Pending

LA

Phase 2 - Positioning, Navigation,
Timing Continental US, 19 Sites
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PUb|IC Private- Partnershlp v
Proposal Pendmg

Bartin Bay YL
- N . .

Phase 3 — PNT, Freq, Phase &
Data
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