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What is Location Spoofing?

* Location Spoofing is to FALSIFY Location as if it is
TRUE Location
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Where is it?
Tokyo,
Osaka, Fuji

SPOOFER

Spoofer transmits signal similar to signals from satellites.
The receiver can'’t distinguish between the SPOOFER signal and
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GPS Spoofing Poses Risk of Future Havoc
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SPOOFing a Vehicle

”Visi_:é[e Satellites ,
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The Vehicle is actually in a Parking Area (P).
GPS Receiver is SPOOFed to show that the
Vehicle is Driving along the Route shown in Green Color.
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Why SPOOFING is Da ngéﬁﬁgﬁgﬁﬁﬁﬂ%ﬁtw—
compared to Interference & Jamming?

Intentional and

Intentional .
Non-Intentional

Difficult to Detect Can be Detected

Available of Service but

. Denial of Service
Lead to False Position Data

No Effective Solution for

. \Y/ luti Exist
Existing Signals any solutions EXxis

Fewer Research and Studies Many Research and Studies
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SPOOFing a Vehicle, VIDEO DEMO
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Current Status of Anti-SPOOFing in GNSS

e Currently, there is no solution to prevent SPOOFing.

— Even newly designed signals in GPS and QZSS do not
have Anti-Spoofing capabilities
* (except P & M codes in GPS)

— Some signals in GALILEO (PRS and CS, not Open Signals)
are said to have Anti-Spoofing capabilities

* But, PRS and CS Signals are not available for general users and
detail information are not available

* Though Open Signals do not have Anti-Spoofing Capabilities,
Proposals are made for Anti-SPOOFing capabilities
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Our Solution to Anti-Spoofing

We are developing Anti-Spoofing Solutions based on QZSS

The Solution is designed based on QZSS L1S and other new
signals

It can detect both QZSS and GPS SPOOF signals
By Implementing it, We can provide SPOOF PROOF LBS

i(l\ Navigation Signals

Augmentation Signals
Necessary codes for Authentication ~_\

Position Data from & Ej , o
the Truck is Valid Y Y l
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